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Essay 9

Rule-Set Modeling
of a Trusted Computer System

Leonard J. LaPadula

7KLV� HVVD\� GHVFULEHV� D� QHZ� DSSURDFK� WR� IRUPDO� PRGHOLQJ� RI� D
WUXVWHG� FRPSXWHU� V\VWHP�� $� ILQLWH�VWDWH�PDFKLQH�PRGHOV� WKH� DFFHVV
RSHUDWLRQV�RI� WKH�WUXVWHG�FRPSXWHU�V\VWHP�ZKLOH�D�VHSDUDWH� UXOH�VHW
H[SUHVVHV� WKH� V\VWHP·V� WUXVW� SROLFLHV�� $� SRZHUIXO� IHDWXUH� RI� WKLV� DS�
SURDFK�LV�LWV�DELOLW\�WR�ILW�VHYHUDO�ZLGHO\�GLIIHULQJ�WUXVW�SROLFLHV�HDVLO\
ZLWKLQ�WKH�VDPH�PRGHO��:H�ZLOO�VKRZ�KRZ�WKLV�DSSURDFK�WR�PRGHOLQJ
UHODWHV�WR�JHQHUDO�LGHDV�RI�DFFHVV�FRQWURO��DV�\RX�PLJKW�H[SHFW��:H�ZLOO
DOVR� UHODWH� WKLV� DSSURDFK� WR� WKH� LPSOHPHQWDWLRQ� RI� UHDO� V\VWHPV� E\
FRQQHFWLQJ� WKH� UXOH� VHW� RI� WKH�PRGHO� WR� WKH� V\VWHP� RSHUDWLRQV� RI� D
8QL[�6\VWHP�9�V\VWHP��7KH�WUXVW�SROLFLHV�ZH�GHPRQVWUDWH�LQ�WKH�UXOH
VHW�RI�WKH�PRGHO�LQFOXGH�WKH�PDQGDWRU\�DFFHVV�FRQWURO�SROLF\�RI�81,;
6\VWHP� 9�0/6�� D� YHUVLRQ� RI� WKH� &ODUN�:LOVRQ� LQWHJULW\� SROLF\�� DQG
WZR�VXSSRUWLQJ�SROLFLHV�WKDW�LPSOHPHQW�UROHV�

7KH�PRGHOLQJ�DSSURDFK�ZH�ZLOO�GLVFXVV�JUHZ�RXW�RI�VHYHUDO� LGHDV
GHYHORSHG� LQ� WKH�*HQHUDOL]HG� )UDPHZRUN� IRU� $FFHVV� &RQWURO� �*)$&�
SURMHFW�GLUHFWHG�E\�$EUDPV�>$%5$��@���7KH�YLVLRQ�RI�WKDW�SURMHFW�ZDV
WR� JDLQ� JUHDWHU� XWLOLW\� LQ� RXU� trusted computer systems� E\� FUHDWLQJ� D
WHFKQRORJ\�IRU�SXWWLQJ�D�ULFK�VHW�RI�YDULRXV�access control policies�LQWR�D
VLQJOH�WUXVWHG�FRPSXWHU�V\VWHP��2XU�PRGHOLQJ�DSSURDFK�UHVSRQGV�WR
WKH�FKDOOHQJH�RI�WKDW�YLVLRQ��DV�H[SUHVVHG�LQ�WKHVH�REMHFWLYHV�

� 0DNH�LW�HDV\�WR�VWDWH��IRUPDOL]H��DQG�DQDO\]H�DFFHVV�FRQWURO�SROLFLHV
EHVLGHV� WUDGLWLRQDO�mandatory access control �0$&��DQG�discretionary
access control �'$&���WR�LQFUHDVH�WKH�DYDLODELOLW\�RI�GLYHUVH��DVVXUHG
VHFXULW\�SROLFLHV�

� 0DNH�LW�IHDVLEOH�WR�FRQILJXUH�D�V\VWHP�ZLWK�VHFXULW\�SROLFLHV�FKRVHQ
IURP�D�YHQGRU�SURYLGHG�VHW�RI�RSWLRQV�ZLWK�FRQILGHQFH�WKDW�WKH�UH�



��� ,QIRUPDWLRQ�6HFXULW\

VXOWLQJ� V\VWHP·V� security policy� PDNHV� VHQVH� DQG� ZLOO� EH� SURSHUO\
HQIRUFHG�

� &RQVWUXFW� WKH�model� LQ�D�PDQQHU� WKDW�DOORZV�RQH� WR� VKRZ� WKDW� LW
VDWLVILHV�DQ�DFFHSWHG�GHILQLWLRQ�RI�HDFK�VHFXULW\�SROLF\�LW�UHSUHVHQWV�

7KH�UHPDLQGHU�RI�WKLV�HVVD\�KDV�WKUHH�SDUWV�

� )LUVW� ZH� GLVFXVV� WKH� *HQHUDOL]HG� )UDPHZRUN� IRU� $FFHVV� &RQWURO
YLHZ� RI� D� trusted system�� *)$&� PRWLYDWHV� WKH� DSSURDFK� ZH� KDYH
WDNHQ�WR�PRGHOLQJ�

� 1H[W�ZH�GHVFULEH�WKH�PRGHOLQJ�DSSURDFK�
� )LQDOO\� ZH� LOOXVWUDWH� HOHPHQWV�RI� WKH� state-machine model� DQG� WKH

rule-set model�³�WKH�WZR�FRPSRQHQWV�RI�WKH�FRPSOHWH�PRGHO�

2YHUYLHZ�RI�WKH�*HQHUDOL]HG�)UDPHZRUN�IRU�$FFHVV�&RQ�
WURO

7KH�*HQHUDOL]HG�)UDPHZRUN� IRU�$FFHVV�&RQWURO� WKHVLV� DVVHUWV� WKDW� DOO
access control�LV�EDVHG�RQ�D�VPDOO�VHW�RI�IXQGDPHQWDO�FRQFHSWV�>$%5$��@�
%RUURZLQJ�VRPH�RI� LWV� WHUPLQRORJ\�DQG�FRQFHSWV� IURP�WKH� ,62�´:RUNLQJ
'UDIW� RQ� $FFHVV� &RQWURO� )UDPHZRUNµ� >,62��@�� *)$&� VWDUWV� ZLWK� WKH
SUHPLVH�WKDW�DOO�DFFHVV�FRQWURO�SROLFLHV�FDQ�EH�YLHZHG�DV� rules�H[SUHVVHG
LQ� WHUPV� RI� attributes� E\� authorities�� 7KH� WKUHH� PDLQ� HOHPHQWV� RI� DFFHVV
FRQWURO�LQ�D�WUXVWHG�FRPSXWHU�V\VWHP�DUH�

$XWKRULW\��$Q�DXWKRUL]HG�DJHQW�PXVW�GHILQH�VHFXULW\�SROLF\��LGHQ�
WLI\� UHOHYDQW� VHFXULW\� LQIRUPDWLRQ�� DQG�DVVLJQ�YDOXHV� WR� FHUWDLQ
DWWULEXWHV�RI�controlled resources�

$WWULEXWHV�� $WWULEXWHV� GHVFULEH� FKDUDFWHULVWLFV� RU� SURSHUWLHV� RI
subjects�DQG�objects��7KH�FRPSXWHU�V\VWHP�ZLOO�EDVH�LWV�GHFLVLRQV
DERXW�DFFHVV� FRQWURO� RQ� WKH�DWWULEXWHV�RI� WKH� VXEMHFWV� DQG� RE�
MHFWV�LW�FRQWUROV��([DPSOHV�RI�DWWULEXWHV�DUH�

VHFXULW\�FODVVLILFDWLRQ
W\SH�RI�REMHFW
GRPDLQ�RI�SURFHVV
GDWH�DQG�WLPH�RI�ODVW�PRGLILFDWLRQ
RZQHU�LGHQWLILFDWLRQ

���������������������������������������������
�7KH�UHDGHU�ZLOO�ILQG�DGGLWLRQDO�DQDO\VLV�DQG�D�FRPSOHWH�SROLF\�PRGHO�LQ�P\�UH�

SRUW�>/$3$��@�
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5XOHV�� $� VHW� RI� IRUPDOL]HG� H[SUHVVLRQV� GHILQHV� WKH� UHODWLRQVKLSV
DPRQJ� DWWULEXWHV� DQG� RWKHU� VHFXULW\� LQIRUPDWLRQ� IRU� DFFHVV
FRQWURO�GHFLVLRQV�LQ�WKH�FRPSXWHU�V\VWHP��UHIOHFWLQJ�WKH�VHFXULW\
SROLFLHV�GHILQHG�E\�DXWKRULW\�

7KH� JHQHUDOL]HG� IUDPHZRUN� H[SOLFLWO\� UHFRJQL]HV� WZR� SDUWV� RI� DFFHVV
FRQWURO�³�DGMXGLFDWLRQ�DQG�HQIRUFHPHQW��:H�XVH�WKH�WHUP�access control
decision facility� �$')��WR�GHQRWH� WKH�DJHQW� WKDW�DGMXGLFDWHV�DFFHVV�FRQWURO
UHTXHVWV�� DQG� WKH� WHUP� access control enforcement facility� �$()�� IRU� WKH
DJHQW� WKDW�HQIRUFHV� WKH�$')·V�GHFLVLRQV�� ,Q�D� WUXVWHG� FRPSXWHU� V\VWHP�
WKH�$()�FRUUHVSRQGV�WR�WKH�V\VWHP�IXQFWLRQV�RI�WKH�trusted computing base
�7&%�� DQG� WKH� $')� FRUUHVSRQGV� WR� WKH� access control rules� WKDW� HPERG\
WKH� V\VWHP·V� VHFXULW\� SROLF\�� DOVR� SDUW� RI� WKH� 7&%��)LJXUH� �� GHSLFWV� WKH
JHQHUDOL]HG�IUDPHZRUN�LQ�WKH�WHUPV�MXVW�GHVFULEHG�

Figure 1. Overview of the Generalized Framework for Access Control.
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)RUPDO�PRGHOLQJ�DSSURDFK

%DFNJURXQG�� 7KH� *)$&� JRDOV� WUDQVODWH� LQWR� WKHVH� REMHFWLYHV� IRU� RXU
formal model�

� 'HYHORS�D�PRGHOLQJ�WHFKQRORJ\�LQ�ZKLFK�LW�LV�HDV\�WR�H[SUHVV�YDUL�
RXV�SROLFLHV�EHVLGHV�WUDGLWLRQDO�0$&�DQG�'$&�

� )DVKLRQ� WKH�PRGHOLQJ� WHFKQRORJ\� WR� HQDEOH� WKH� VHOHFWLRQ� RI� D� GH�
VLUHG� VHW� RI� VHFXULW\� SROLFLHV� IURP� VRPH� SUHHYDOXDWHG� VHW� ZLWKRXW
KDYLQJ�WR�UHHYDOXDWH�WKH�UHVXOWLQJ�FROOHFWLRQ�RI�SROLFLHV�

� 3URYLGH�IRU�VKRZLQJ�WKDW�D�PRGHO�VDWLVILHV�DQ�DFFHSWHG�GHILQLWLRQ�RI
HDFK�VHFXULW\�SROLF\�HQIRUFHG�E\�WKH�PRGHO�

2XU�UXOH�VHW�PRGHOLQJ�KDV�PXFK�LQ�FRPPRQ�ZLWK�WUDGLWLRQDO�VWDWH�PD�
FKLQH�PRGHOLQJ��,W�GLIIHUV�VLJQLILFDQWO\��WKRXJK��LQ�WKH�ZD\�LW�VHWV�XS�ac-
cess rules��0RGHOV�OLNH�WKH�%HOO�/D3DGXOD�PRGHO�>%(//��@�DQG�WKH�UHFHQW
&RPSDUWPHQWHG�0RGH�:RUNVWDWLRQ�PRGHO�>0,//��@�LQFOXGH�DFFHVV�FRQWURO
UXOHV� LQ� WKHLU rules of operation�� ,Q� WKHVH�PRGHOV�� DQ�2SHQ� )LOH� UXOH� GH�
VFULEHV� ERWK� DFFHVV� SROLF\� DQG� V\VWHP� EHKDYLRU�� 7KH� UXOH� XVHV� EXLOW�LQ
FULWHULD�WR�GHFLGH�ZKHWKHU�WR�SHUPLW�WKH�2SHQ�)LOH�UHTXHVW��DQG�WKH�UXOH
GHVFULEHV�WKH�EHKDYLRU�RI�WKH�PRGHOHG�V\VWHP�DV�D�state transition��$�W\SL�
FDO�nondisclosure�FULWHULRQ�LV�ZKHWKHU�WKH�security level�RI�WKH�VXEMHFW�PDN�
LQJ� WKH� 2SHQ� )LOH� UHTXHVW� dominates� WKH� VHFXULW\� OHYHO� RI� WKH� REMHFW� LW
ZDQWV� WR�RSHQ�� ,QIRUPDWLRQ�DIIHFWHG�E\� WKH� WUDQVLWLRQ�PLJKW� LQFOXGH� WKH
VHW�RI�REMHFWV�FXUUHQWO\�KHOG�RSHQ�E\�WKH�VXEMHFW�WKDW�PDGH�WKH�UHTXHVW�
2XU�DSSURDFK�VHSDUDWHV� WKH�GHFLVLRQ�FULWHULD� IURP�WKH�VWDWH� WUDQVLWLRQ

GHVFULSWLRQV�� $� UXOH� VHW� HPERGLHV� WKH� VHFXULW\� SROLFLHV� RI� WKH� PRGHOHG
V\VWHP�ZKLOH�D�ILQLWH�VWDWH�PDFKLQH�PRGHO�GHVFULEHV�WKH�EHKDYLRU�RI� WKH
V\VWHP�� 7KXV�ZH� KDYH� SDUWLWLRQHG� WKH� V\VWHP� IXQFWLRQ� �2SHQ� )LOH�� LQWR
WZR�RSHUDWLRQV�

�� 'HFLGH�LI�WKH�UHTXHVW�VKRXOG�EH�JUDQWHG���,V�WKH�VXEMHFW�DOORZHG�WR
RSHQ�WKH�UHIHUHQFHG�REMHFW"�

�� *UDQW�WKH�UHTXHVW��RSHQ�WKH�ILOH��RU�QRW��UHWXUQ�DQ�HUURU�LQGLFDWLRQ��

)LJXUH���GHSLFWV�WKLV�UXOH�VHW�DSSURDFK�

6WUXFWXUH�RI�WKH�0RGHO��$�WUXVWHG�FRPSXWHU�V\VWHP�EXLOW�DFFRUGLQJ�WR
RXU�PRGHOLQJ�SODQ�KDV�WZR�PDMRU�SDUWV�LQVLGH�LWV�Trusted Computing Base
�7&%���,Q�WKH�,62�WHUPLQRORJ\�ZH�PHQWLRQHG�HDUOLHU��RXU�7&%�KDV�DQ�ac-
cess enforcement facility� �$()��DQG�DQ�access decision facility �$')��� ,Q� WKLV
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VFKHPH�� WKH� $()� RZQV� DQG� RSHUDWHV� WKH� V\VWHP� RSHUDWLRQV� WKDW� DUH
DYDLODEOH�WR�FRPSXWHU�SURJUDPV�WKDW�LW�UXQV��7KH�$')�NHHSV�WKH�UXOH�VHW
WKDW�H[SUHVVHV�WKH�DFFHVV�SROLFLHV�RI�WKH�V\VWHP��:KHQ�D�FRPSXWHU�SUR�
JUDP�DWWHPSWV�WR�H[HFXWH�VRPH�V\VWHP�RSHUDWLRQ��WKH�$()�DSSHDOV�WR�WKH
$')�IRU�DQ�DFFHVV�GHFLVLRQ��$V�ZH�SRLQWHG�RXW�HDUOLHU��WKH�UXOH�VHW�RI�WKH
$')� H[SUHVVHV� WKH� DFFHVV� SROLFLHV� RI� WKH� V\VWHP�� 7KXV�� WKH� $')� ZLOO
HYDOXDWH�WKH�UXOH�VHW�HDFK�WLPH�WKH�$()�DSSHDOV�WR�LW�IRU�DQ�DFFHVV�GHFL�
VLRQ��1DWXUDOO\�� WKH�$()�ZLOO�SURYLGH�VRPH�VHW�RI�DUJXPHQWV�WR� WKH�$')
ZKHQ� LW� LQYRNHV� WKH� $')�� 7KHVH� DUJXPHQWV� SURYLGH� RU� GHILQH� ZKDWHYHU
DFFHVV�FRQWURO�LQIRUPDWLRQ��$&,��WKH�$')�QHHGV�IRU�GHFLVLRQ�PDNLQJ�

Figure 2. Rule-Set Modeling
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$SSO\LQJ�DQ�$()�$')�SDUWLWLRQLQJ�WR�RXU�PRGHOLQJ�JLYHV�XV�

� $�PRGHO� RI� WKH� V\VWHP� RSHUDWLRQV�� FRQVWLWXWLQJ� DQ�$()��:H� WUHDW
WKLV�PRGHO�DV�D�VWDWH�PDFKLQH�DQG�FDOO�LW�WKH�6WDWH�0DFKLQH�0RGHO�
7KH�6WDWH�0DFKLQH�0RGHO�DEVWUDFWO\�GHVFULEHV�WKH�LQWHUIDFH�RI�FRP�
SXWHU�352&(66(6� WR�WKH�V\VWHP
V�7&%�DQG�GHILQHV�WKH�UHODWLRQVKLS
RI�WKH�V\VWHP�RSHUDWLRQV�WR�WKH�V\VWHP
V�WUXVW�SROLFLHV�

� $�PRGHO� RI� WKH� VHFXULW\�SROLF\�� YLHZHG�DV� DQ�$')��:H�GHILQH� WKLV
PRGHO�DV�D�UXOH�VHW�DQG�FDOO�LW�WKH�5XOH�6HW�0RGHO��,W�GHILQHV�WKH�VH�
FXULW\�SROLFLHV�RI�WKH�WUXVWHG�FRPSXWHU�V\VWHP�

7KH� 6WDWH� 0DFKLQH� DQG� 5XOH� 6HW� 0RGHOV� QHHG� DQ� LQWHUIDFH� EHWZHHQ
WKHP��7KLV� LQWHUIDFH�DOORZV�WKH�VWDWH�PDFKLQH� WR� LQYRNH� WKH� UXOH�VHW� IRU
DGMXGLFDWLRQ�RI�D�SURFHVV
V�UHTXHVW��7KH�GHVLJQ�RI� WKH� LQWHUIDFH�GHSHQGV
RQ�VHYHUDO�FULWLFDO�IDFWRUV�

� :KDW�V\VWHP�ZLOO�WKH�6WDWH�0DFKLQH�0RGHO�GHVFULEH"
� +RZ�GHWDLOHG�LV�WKH�VWDWH�PDFKLQH
V�UHSUHVHQWDWLRQ�RI�WKH�V\VWHP�WR

EH"
� :LOO�WKH�UXOH�VHW�GHDO�ZLWK�WKH�VDPH�OHYHO�RI�GHWDLO�DV�WKH�VWDWH�PD�

FKLQH��RU�ZLOO�LW�GHDO�ZLWK�DEVWUDFWLRQV�RI�WKH�V\VWHP
V�HOHPHQWV�DQG
EHKDYLRU"

:H�KDYH�GHFLGHG�WKHVH�LVVXHV�IRU�WKLV�HVVD\�DV�IROORZV�

� 7KH�6WDWH�0DFKLQH�0RGHO�WDUJHWV�WKH�FODVV�RI�81,;��6\VWHP�9�V\V�
WHPV�

�� 7KH� VWDWH�PDFKLQH�KDV� D� WUDQVLWLRQ� UXOH� IRU� HDFK�81,;�6\VWHP�9
system call��(DFK�transition rule LV�DQ�DEVWUDFWLRQ�RI�LWV�FRUUHVSRQGLQJ
V\VWHP�FDOO��EXW�WKH�DEVWUDFWLRQ�SUHVHUYHV�WKH�HVVHQWLDO�IXQFWLRQDO�
LW\�RI�WKH�V\VWHP�FDOO�

�� 7KH� UXOH� VHW� DGGUHVVHV� HVVHQWLDOO\� WKH� VDPH� OHYHO� RI� GHWDLO� DV� WKH
VWDWH�PDFKLQH��%XW��WR�WKH�H[WHQW�WKDW�RXU�DUW�RI�PRGHOLQJ�DOORZV�
ZH�JHQHUDOL]H� LW� WR�PDNH� LW�XVHIXO�ZLWK�RWKHU�VWDWH�PDFKLQHV��<RX
ZLOO�VHH�WKH�IRUP�WKLV�JHQHUDOL]DWLRQ�KDV�DV�ZH�GLVFXVV�WKH�LQWHUIDFH
EHWZHHQ�WKH�VWDWH�PDFKLQH�DQG�WKH�UXOH�VHW�LQ�WKH�QH[W�VHFWLRQ�

,QWHUIDFH�%HWZHHQ�WKH�6WDWH�0DFKLQH�DQG�WKH�5XOH�6HW��2XU�PRGHO�
LQJ�PLUURUV�D�WUXVWHG�FRPSXWHU�V\VWHP�LQ�ZKLFK�WKH�7&%�KDV�WZR�SDUWV�
7KH�access control enforcement��$()��SDUW�DIIRUGV�V\VWHP�VHUYLFHV�WR�SURF�
HVVHV�DQG�GHWHUPLQHV�WKH�EHKDYLRU�RI�WKH�V\VWHP��7KH�access control deci-
sion facility �$')�� SDUW� UHPHPEHUV� WKH� V\VWHP
V� VHFXULW\� SROLFLHV� DQG
GHFLGHV�ZKHWKHU�SURFHVVHV
�UHTXHVWV�VDWLVI\�WKRVH�SROLFLHV��7KH�$()�SDUW
FRPPXQLFDWHV� ZLWK� WKH� $')� SDUW� WKURXJK� VRPH� DSSURSULDWH� LQWHUIDFH�
2XU�PRGHOLQJ�DSSURDFK�KDV�WKH�VDPH�VWUXFWXUH�
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�� 7KH�6WDWH�0DFKLQH�0RGHO� �HQIRUFHPHQW� DJHQW�� FRUUHVSRQGV� WR� WKH
$()�SDUW�RI�WKH�WUXVWHG�FRPSXWHU�V\VWHP
V�7&%�

�� 7KH�5XOH�6HW�0RGHO��MXGLFLDO�DJHQW��FRUUHVSRQGV�WR�WKH�$')�SDUW�RI
WKH�7&%�

7KH�6WDWH�0DFKLQH�0RGHO�KDV�UXOHV�RI�RSHUDWLRQ��(DFK�UXOH�RI�RSHUDWLRQ
DEVWUDFWO\�GHVFULEHV�VRPH�EHKDYLRU�RI�WKH�PRGHOHG�V\VWHP��7KH�5XOH�6HW
0RGHO� KDV rules of access�� (DFK� UXOH� RI� DFFHVV� GHVFULEHV� VRPH� VHFXULW\
SROLF\�RI�WKH�PRGHOHG�V\VWHP�
:H� UHODWH� WKH� PRGHOV� WR� HDFK� RWKHU� ZLWK� DQ� LQWHUIDFH�� 7KH� LQWHUIDFH

SHUPLWV� FRPPXQLFDWLRQ� EHWZHHQ� WKH� VWDWH� PDFKLQH� DQG� WKH� UXOH� VHW�
%ULHIO\�� WKH� FRPPXQLFDWLRQ� RFFXUV� WKURXJK� PHVVDJHV�� :H� ZLOO� VHH� WKH
IRUPDO�VWUXFWXUH�RI�WKHVH�PHVVDJHV�ODWHU�
/HW
V�FRQVLGHU�DQ�H[DPSOH��XVLQJ�D� UHDO�V\VWHP�DV�DQ�DQDORJXH�RI�RXU

PRGHO
V� VWUXFWXUH�� 7KH� UHDO� V\VWHP� IRU� WKLV� H[DPSOH� LV�81,;�6\VWHP�9�
:H�LPDJLQH�WKDW�LWV kernel�KDV�WZR�SDUWV� �DQ�$()�SDUW��ZKLFK�ZH�FDOO�WKH
$()�NHUQHO�� DQG� DQ� $')� SDUW�� ZKLFK� ZH� FDOO� WKH� $')�NHUQHO�� ,PDJLQH
WKDW� D� SURFHVV� LQYRNHV� WKH�2SHQ� V\VWHP� FDOO� WR� RSHQ� D� ILOH� IRU� UHDGLQJ�
7KH�$()�NHUQHO�VHQGV�D�PHVVDJH�WR�WKH�$')�NHUQHO�WR�ILQG�RXW�LI�WKH�SUR�
FHVV
V�UHTXHVW�LV�YDOLG��7KH�PHVVDJH�PXVW�FRQWDLQ�RU�UHIHUHQFH�WKH�DFFHVV
FRQWURO�LQIRUPDWLRQ��$&,��QHHGHG�E\�WKH�$')�NHUQHO�WR�PDNH�LWV�GHFLVLRQ�
7KH�$&,� FRXOG� LQFOXGH�PDQ\� SRVVLEOH� LWHPV� RI� LQIRUPDWLRQ�� 6RPH� EDVLF
LQIRUPDWLRQ�LWHPV�OLNHO\�WR�EH�QHHGHG�DUH�LGHQWLILFDWLRQ�RI�WKH�UHTXHVWLQJ
SURFHVV��LGHQWLILFDWLRQ�RI�WKH�ILOH�WR�EH�RSHQHG��DQG�DWWULEXWHV�RI�WKH�SURF�
HVV� DQG� WKH� ILOH�� 7KH� $')�NHUQHO�PD\� XVH� RWKHU� DFFHVV� FRQWURO� FRQWH[W
�$&&�� LQIRUPDWLRQ�� VXFK� DV� WKH� WLPH� RI� GD\�� WR� PDNH� LWV� GHFLVLRQ�� 7KH
$')�NHUQHO�UHWXUQV�WKH�GHFLVLRQ�WR�WKH�$()�NHUQHO��7KH�$()�NHUQHO�WKHQ
FRPSOHWHV�WKH�2SHQ�V\VWHP�FDOO��HQDEOLQJ�WKH�UHTXHVWHG�DFFHVV�LI�WKH�GH�
FLVLRQ�ZDV�IDYRUDEOH��RU�UHWXUQLQJ�DQ�HUURU�PHVVDJH�LI�QRW�
2XU� PRGHO� RSHUDWHV� LQ� PXFK� WKH� VDPH� PDQQHU�� 7KH� 6WDWH� 0DFKLQH

0RGHO�FRUUHVSRQGV�WR�WKH�$()�NHUQHO��&RUUHVSRQGLQJ�WR�HDFK�V\VWHP�FDOO
VXSSRUWHG�E\�WKH�$()�NHUQHO�ZH�KDYH�D�UXOH�RI�RSHUDWLRQ�LQ�WKH�6WDWH�0D�
FKLQH� 0RGHO�� 7KH� 5XOH� 6HW� 0RGHO� FRUUHVSRQGV� WR� WKH� $')�NHUQHO�� 7KH
5XOH�6HW�0RGHO�H[SUHVVHV�WKH�VHFXULW\�SROLFLHV�RI�WKH�PRGHOHG�V\VWHP�LQ
LWV� UXOHV� RI� DFFHVV�� (DFK� UXOH� RI� RSHUDWLRQ� LQ� WKH� 6WDWH�0DFKLQH�0RGHO
�LQYRNHV��WKH�5XOH�6HW�0RGHO�ZLWK�D�IXQFWLRQ�ZH�FDOO��$FFHVV�5XOHV���7KH
DUJXPHQWV�RI�WKH�IXQFWLRQ�$FFHVV�5XOHV�FRUUHVSRQG�WR�WKH�PHVVDJHV�H[�
FKDQJHG�EHWZHHQ�WKH�$()�NHUQHO�DQG�$')�NHUQHO�
$JDLQ��OHW
V�FRQVLGHU�D�VLPSOH�H[DPSOH�EDVHG�RQ�WKH�QRWLRQ�RI�DQ�2SHQ

V\VWHP�FDOO��$�UXOH�RI�RSHUDWLRQ�IRU�DEVWUDFWO\�GHVFULELQJ�WKH�2SHQ�RSHUD�
WLRQ�PLJKW�EH�WKH�IROORZLQJ�
2SHQ��ILOHBQDPH��PRGH��
&21',7,21
$FFHVV�5XOHV��RSHQ��PRGH��FXUUHQWBSURFHVVBDFL��ILOHBDFL�
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())(&7
2SHQB6HW��FXUUHQWBSURFHVV�� �2SHQB6HW��FXUUHQWBSURFHVV��81,21��ILOHBQDPH�
PRGH�

7KH�&21',7,21�PHDQV�WKDW�LI�WKH�IXQFWLRQ�$FFHVV�5XOHV�LV�WUXH��WKHQ�GR
WKH� DFWLRQV� JLYHQ� LQ� ())(&7�� ,Q� WKLV� FDVH�� WKH� ())(&7� LV� WR� DGG� WKH
QDPHG�ILOH�WR�WKH�VHW�RI�ILOHV�DFFHVVLEOH�E\�WKH�UHTXHVWLQJ�SURFHVV�DQG�WR
VHW�LWV�DFFHVV�PRGH�
:H�GHILQH�WKH�LQWHUIDFH�EHWZHHQ�WKH�VWDWH�PDFKLQH�DQG�WKH�UXOH�VHW�E\

VSHFLI\LQJ�WKH�YDOLG�DUJXPHQWV�IRU�$FFHVV�5XOHV��$W�HDFK�LQYRFDWLRQ�RI�WKH
5XOH�6HW�0RGHO��WKH�6WDWH�0DFKLQH�0RGHO�LGHQWLILHV�WKH�GHVLUHG�DFWLRQ�RI
WKH�SURFHVV�DQG�D�VHW�RI�UHOHYDQW�DWWULEXWHV��DFFHVV�FRQWURO�LQIRUPDWLRQ��
6R��ZH�FDQ�GHILQH�WKH�QHHGHG�LQWHUIDFH�E\�D�VHW�RI�UHTXHVWV�ZLWK�DSSURSUL�
DWH�DFFHVV�FRQWURO�LQIRUPDWLRQ��:H�ZLOO�XVH�VHYHUDO�WHUPV�IRU�WKH�QHHGHG
LQIRUPDWLRQ��:H�H[SODLQ�WKRVH�WHUPV�QRZ�WR�VKRZ�WKHLU�VSHFLILF�PHDQLQJV
IRU�WKH�LQWHUIDFH�GHILQLWLRQ�

ILOH D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
ILOH

GLUHFWRU\ D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
GLUHFWRU\

LSF D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
VWRUDJH� REMHFW� XVHG� IRU� LQWHU�SURFHVV� FRP�
PXQLFDWLRQ�� WKHVH� REMHFWV�PD\� EH�PHVVDJH
TXHXHV�RU�VHPDSKRUHV�

VFG D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
V\VWHP� REMHFW� WKDW� VWRUHV� V\VWHP� FRQWURO
GDWD� �WKHUHIRUH� WKH� DFURQ\P� �VFG���� WKH
LQRGH�LV�DQ�H[DPSOH��:KHQ�ZH�XVH��VFG�� LQ
WKH�VXEVHTXHQW�LQWHUIDFH�GHILQLWLRQ��ZH�DOVR
VKRZ�ZKDW�WKH�VFG�LV�UHIHUULQJ�WR����HLWKHU�D
ILOH�RU�D�GLUHFWRU\�

$� ILQDO�ZRUG� LV�QHHGHG�KHUH�EHIRUH�SUHVHQWLQJ� WKH� LQWHUIDFH�PHVVDJHV�
7KH� UHDGHU� ZLOO� VHH� WKH� UHTXHVWV� &+$1*(�52/(� DQG� 02',)<�
$775,%87(�LQ�WKH�LQWHUIDFH��7KHVH�UHTXHVWV�KDYH�QR�FRXQWHUSDUW� LQ� WKH
VHW�RI�81,;�6\VWHP�9�V\VWHP�FDOOV��:H�LQFOXGH�WKHP�WR�KHOS�H[SRVLWLRQ�RI
YDULRXV�VHFXULW\�SROLFLHV�ODWHU�LQ�WKLV�HVVD\��7KHQ�WKHLU�PHDQLQJ�DQG�XVH
VKRXOG�EHFRPH�FOHDU�
(DFK� HOHPHQW� RI� WKH� LQWHUIDFH� GHILQLWLRQ� KDV� WKH� IRUP� �UHTXHVW� �DUJX�

PHQW�OLVW����7KH�UHTXHVW�XVXDOO\�LGHQWLILHV�WKH�DFWLRQ�WKDW�D�SURFHVV�ZDQWV
WR�GR��EXW�DOVR�PD\�EH�XVHG�IRU�FRPPXQLFDWLRQ�RI� LQIRUPDWLRQ� IURP�WKH
6WDWH�0DFKLQH�0RGHO�WR�WKH�5XOH�6HW�0RGHO��7KH�DUJXPHQW�OLVW�LGHQWLILHV�D
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VHW�RI�DFFHVV�FRQWURO�LQIRUPDWLRQ��$&,���,Q�WKH�OLVW�WKDW�IROORZV��WHUPV�OLNH
�SURFHVV��RU��REMHFW��DUH�VKRUWKDQG�IRU��DWWULEXWHV�DVVRFLDWHG�ZLWK�D�SURF�
HVV�� RU� �DWWULEXWHV� DVVRFLDWHG� ZLWK� DQ� REMHFW��� 0RGHOHUV� VKRXOG� FKRRVH
ZKDWHYHU�UHTXHVWV�PDNH�VHQVH�IRU�WKH�V\VWHP�WKH\�ZLVK�WR�PRGHO��:H�GH�
VFULEH�UHTXHVWV�KHUH�WKDW�VHHP�DSSURSULDWH�IRU�GHWDLOHG�PRGHOLQJ�RI�V\V�
WHPV�OLNH�81,;�6\VWHP�9��<RX�VKRXOG�QRWLFH�WKHVH�IHDWXUHV�

�� )RU� HDFK� V\VWHP� FDOO� RI� 81,;� 6\VWHP� 9�� DV� GHILQHG� E\� %DFK
>%$&+��@��WKHUH�LV�DW�OHDVW�RQH�UHTXHVW�WKDW�UHODWHV�WR�LWV�IXQFWLRQ�
DOLW\��2Q�WKH�RWKHU�KDQG��D�VLQJOH�UXOH�RI�RSHUDWLRQ�WKDW�PRGHOV�D
V\VWHP�FDOO�PLJKW�XVH�VHYHUDO�UHTXHVWV��$�&UHDWH�)LOH�UXOH�RI�RSHUD�
WLRQ�� IRU�H[DPSOH��PLJKW� LQYRNH�$FFHVV�5XOHV� WZLFH��)LUVW� LW�PLJKW
QHHG� WR� NQRZ� LI� WKH� UHTXHVWLQJ� SURFHVV� KDV� SHUPLVVLRQ� WR� VHDUFK
WKH�GLUHFWRU\�LQ�ZKLFK�WKH�ILOH�ZLOO�EH�ORFDWHG��7KHQ��LI�WKH�VHDUFK�LV
YDOLG�� LW�DJDLQ�ZRXOG�DSSHDO� WR� WKH�$FFHVV�5XOHV� IRU�D�SROLF\�GHFL�
VLRQ�RQ�FUHDWLQJ�WKH�ILOH�

�� 7KH�VHW�RI�UHTXHVWV�ZH�KDYH�GHILQHG�KHUH�LV�QRW�PLQLPDO��)RU�H[DP�
SOH��ZH�KDYH�VHYHUDO�UHTXHVWV�WKDW�UHSUHVHQW�YDULDWLRQV�RI�ZULWLQJ�WR
DQ�REMHFW��IRU�WKHVH�VHSDUDWH�UHTXHVWV�ZH�FRXOG�KDYH�VXEVWLWXWHG�D
VLQJOH� UHTXHVW�ZLWK� DUJXPHQWV�� ,� EHOLHYH�P\� FKRLFH� HQKDQFHV� WKH
LQWXLWLYH�XQGHUVWDQGLQJ�RI�WKH�PRGHOHU�DQG�DIIRUGV�JUHDWHU�IOH[LELO�
LW\�LQ�PRGHOLQJ�WKH�FODVV�RI�V\VWHPV�ZH�KDYH�WDUJHWHG�

+HUH�LV�WKH�OLVW�RI�UHTXHVWV�

� $/,$6� �SURFHVV�� ILOH��� 7KH�SURFHVV� LV� DWWHPSWLQJ� WR� FUHDWH� DQ� DOLDV
IRU�WKH�ILOH��$�VWDWH�PDFKLQH�PRGHO�RI�81,;�ZRXOG�XVH�WKLV�UHTXHVW
LQ�LWV�UXOH�RI�RSHUDWLRQ�IRU�OLQNLQJ�WR�D�ILOH�

� $/7(5� �SURFHVV�� LSF����� 7KH�SURFHVV�ZLVKHV� WR� DFFHVV� WKH� FRQWURO
LQIRUPDWLRQ� IRU�DQ� LSF�W\SH�REMHFW��7KLV� UHTXHVW� UHODWHV� WR� UHDGLQJ
RU�PRGLI\LQJ�GDWD�DERXW� WKH� LSF�W\SH�REMHFW��7KLV� LV�VLPLODU� WR� WKH
PRGLI\�SHUPLVVLRQV�GDWD� DQG� JHW�SHUPLVVLRQV�GDWD� UHTXHVWV� GH�
ILQHG�EHORZ�IRU�WKH�DFFHVV�FRQWURO�LQIRUPDWLRQ�DVVRFLDWHG�ZLWK�ILOHV
DQG� GLUHFWRULHV���� ,Q� D� 81,;� HQYLURQPHQW� WKLV� UHTXHVW� ZRXOG� EH
XVHG� E\� WKH� V\VWHP� FDOOV� WKDW� FRQWURO� PHVVDJH� TXHXHV�� VHPD�
SKRUHV��DQG�VKDUHG�PHPRU\�

� &+$1*(�2:1(5� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH�SURFHVV�ZDQWV
WR�FKDQJH� WKH�RZQHU�RI� WKH� LQGLFDWHG�REMHFW��$Q�VFG�REMHFW� LV� RQH
WKDW� FRQWDLQV� V\VWHP� DFFHVV� FRQWURO� LQIRUPDWLRQ�� ,Q� 81,;� WKLV� LV
WKH�LQRGH��7KH�SDUHQWKHWLFDO�UHPDUN��ILOH�GLUHFWRU\��PHDQV�WKDW�WKH
VFG�SHUWDLQV�WR�D� ILOH�RU�GLUHFWRU\��7KH�DWWULEXWH�VHW�SDVVHG� WR� WKH
5XOH�6HW�0RGHO�ZLOO�FRQVLVW�RI�DWWULEXWHV�RI�WKH�ILOH�RU�GLUHFWRU\�DQG
DQ�DWWULEXWH�WKDW�LGHQWLILHV�WKH�REMHFW�WR�EH�PRGLILHG�

� &+$1*(�52/(� �SURFHVV�� UROH� DWWULEXWH�� UROH� YDOXH��� 7KH� SURFHVV
ZDQWV� WR� FKDQJH� WKH�52/(� RI� WKH�RZQHU�RI� WKH�SURFHVV��7KH�DUJX�
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PHQW��UROH�DWWULEXWH��QDPHV�WKH�DWWULEXWH� WR�PRGLI\�DQG�WKH�DUJX�
PHQW��UROH�YDOXH��JLYHV�WKH�GHVLUHG�UROH�

� &/21(��SURFHVV���SURFHVV����3URFHVV��ZDQWV�WR�FUHDWH�D�FORQH�RI�LW�
VHOI�� SURFHVV��� ,Q� D�81,;� HQYLURQPHQW� WKLV� FRUUHVSRQGV� WR� D� IRUN
V\VWHP�FDOO�

� &5($7(� �SURFHVV�� ILOH�GLUHFWRU\�VFG�LSF��� 7KH� SURFHVV� ZDQWV� WR
FUHDWH�D�QHZ�ILOH��GLUHFWRU\��VFG�W\SH�REMHFW��RU�LSF�W\SH�REMHFW�

� '(/(7(� �SURFHVV�� ILOH�GLUHFWRU\�LSF��� 7KH�SURFHVV�ZDQWV� WR� GHOHWH
WKH�LQGLFDWHG�REMHFW�

� '(/(7(�'$7$� �SURFHVV�� ILOH��� 7KH� SURFHVV� ZDQWV� WR� WUXQFDWH� �UH�
PRYH�DOO�GDWD�IURP��WKH�ILOH�

� (;(&87(��SURFHVV��ILOH���7KH�SURFHVV�ZDQWV�WR�H[HFXWH�WKH�ILOH��7KLV
UHTXHVW�FRPSDUHV�WR�WKH�81,;�H[HF�V\VWHP�FDOO�

� *(7�3(50,66,216�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH� SURF�
HVV� ZDQWV� WR� UHDG� GLVFUHWLRQDU\� DFFHVV� SHUPLVVLRQV� IRU� WKH� LQGL�
FDWHG�ILOH�RU�GLUHFWRU\�

� *(7�67$786�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH� SURFHVV
ZDQWV� WR� UHDG� VWDWXV� GDWD� DERXW� WKH� ILOH� RU� GLUHFWRU\�� 7KLV� FRUUH�
VSRQGV� WR�D�81,;�VWDW� V\VWHP�FDOO��ZKLFK�FDQ� UHWXUQ� LQIRUPDWLRQ
VXFK�DV�ILOH�W\SH��ILOH�RZQHU��DFFHVV�SHUPLVVLRQV��DQG�ILOH�VL]H�

� 02',)<�$&&(66�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH� SURFHVV
ZDQWV� WR�PRGLI\�DFFHVV� LQIRUPDWLRQ�DERXW� WKH�REMHFW��VXFK�DV� WKH
WLPH�RI�ODVW�PRGLILFDWLRQ��7KLV�FRPSDUHV�WR�WKH�81,;�XWLPH�V\VWHP
FDOO�

� 02',)<�$775,%87(� �SURFHVV�� XVHU�SURFHVV�REMHFW�� DWWULEXWH�
YDOXH��� 7KH�SURFHVV�ZDQWV� WR�PRGLI\� DQ� DWWULEXWH� RI� WKH�XVHU�� WKH
SURFHVV��RU�DQ�REMHFW��7KH�DUJXPHQW��DWWULEXWH��QDPHV�WKH�DWWULEXWH
WR�FKDQJH�DQG�WKH�DUJXPHQW��YDOXH��JLYHV�WKH�QHZ�YDOXH�

� 02',)<�3(50,66,216�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH
SURFHVV� ZDQWV� WR� PRGLI\� GLVFUHWLRQDU\� DFFHVV� SHUPLVVLRQV� RI� WKH
REMHFW��7KLV�UHTXHVW�SDUDOOHOV�WKH�81,;�FKPRG�V\VWHP�FDOO�

� 5($'��SURFHVV��GLUHFWRU\���7KH�SURFHVV�ZDQWV�WR�UHDG�GDWD�IURP�WKH
LQGLFDWHG�GLUHFWRU\�

� 5($'�$775,%87(� �SURFHVV�� XVHU�SURFHVV�REMHFW�� DWWULEXWH��� 7KH
SURFHVV�ZDQWV�WR�UHDG�DQ�DWWULEXWH�RI�WKH�XVHU��WKH�SURFHVV��RU�DQ
REMHFW��7KH�DUJXPHQW��DWWULEXWH��QDPHV�WKH�DWWULEXWH�WR�UHDG�

� 5($'	:5,7(�23(1��SURFHVV��ILOH�LSF���7KH�SURFHVV�ZDQWV�WR�RSHQ
WKH�REMHFW�IRU�UHDGLQJ�DQG�ZULWLQJ��,Q�81,;�WKH�REMHFW�LV�HLWKHU�D�ILOH
RU�D�PHVVDJH�TXHXH�

� 5($'�23(1��SURFHVV�� ILOH���7KH�SURFHVV�ZDQWV� WR�RSHQ� WKH� ILOH� IRU
UHDGLQJ�

� 6($5&+� �SURFHVV�� GLUHFWRU\��� 7KH� $()�SDUW� RI� WKH� 7&%� QHHGV� WR
UHDG�WKH�GLUHFWRU\�DV�SDUW�RI�VRPH�RWKHU�RSHUDWLRQ�UHTXHVWHG�E\�WKH
SURFHVV��7KLV�FRUUHVSRQGV�WR�VHDUFKLQJ�D�GLUHFWRU\�LQ�81,;��VR��DOO
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UXOHV� RI� RSHUDWLRQ� WKDW�PRGHO� V\VWHP�FDOOV�XVLQJ� WKH�81,;�QDPHL
VXEURXWLQH�ZLOO�LQYRNH�$FFHVV�5XOHV�ZLWK�WKLV�UHTXHVW�

� 6(1'�6,*1$/��SURFHVV���SURFHVV����SURFHVV��ZDQWV�WR�VHQG�D�VLJ�
QDO���WR�SURFHVV���7KLV�SDUDOOHOV�WKH�81,;�NLOO�V\VWHP�FDOO�

� 7(50,1$7(��SURFHVV���7KH�V\VWHP�KDV�WHUPLQDWHG�WKH�SURFHVV��7KH
6WDWH�0DFKLQH�0RGHO�JLYHV� WKLV� UHTXHVW� WR� WKH�5XOH�6HW�0RGHO� IRU
LQIRUPDWLRQ�RQO\��7KLV� UHTXHVW� HQDEOHV� WKH�5XOH�6HW�0RGHO� WR�XS�
GDWH�LWV�LQIRUPDWLRQ�EDVH��LI�QHFHVVDU\�

� 75$&(��SURFHVV���SURFHVV����SURFHVV��ZDQWV�WR�WUDFH�SURFHVV���7KH
UXOH�VHW�ZLOO�LQWHUSUHW�WKLV�WR�PHDQ��UHDG�ZULWH�WKH�PHPRU\�RI�SURF�
HVV����7KLV�HTXDWHV�WR�WKH�81,;�SWUDFH�V\VWHP�FDOO�

� :5,7(��SURFHVV��GLUHFWRU\���7KH�SURFHVV�ZDQWV�WR�ZULWH�GDWD�WR�WKH
GLUHFWRU\��7KH�81,;�FUHDW�V\VWHP�FDOO�PD\�KDYH�WR�VHDUFK�D�GLUHF�
WRU\�EHIRUH�FUHDWLQJ�D�ILOH��7KXV��LQ�D�81,;�V\VWHP�EXLOW�DFFRUGLQJ
WR�RXU�PRGHOLQJ�SDUDGLJP��WKH�FUHDW�V\VWHP�FDOO�ZRXOG�XVH�WKLV�UH�
TXHVW�WR�FKHFN�WKH�SURFHVV
V�SHUPLVVLRQ�WR�VHDUFK�WKH�GLUHFWRU\�LQ�
YROYHG�

� :5,7(�23(1��SURFHVV��ILOH���7KH�SURFHVV�ZDQWV�WR�RSHQ�WKH�ILOH�

([DPSOHV�RI�WKH�0RGHO�&RPSRQHQWV

6WDWH� 0DFKLQH� 0RGHO�� 7KH� 81,;�6\VWHP� 9� V\VWHP� DV� GHVFULEHG� E\
%DFK� >%$&+��@�VKDSHV�WKH�QDWXUH�RI�RXU�6WDWH�0DFKLQH�0RGHO��:H�ZLOO
QRW�GHYHORS�D�FRPSOHWH�6WDWH�0DFKLQH�0RGHO�LQ�WKLV�HVVD\�VLQFH�ZH�ZDQW
WR�H[SODLQ�WKH�PRGHOLQJ�DSSURDFK��QRW�EXLOG�D�WUXVWHG�FRPSXWHU�V\VWHP�
2Q� WKH� RWKHU�KDQG��ZH� KDYH� WULHG� WR� DFKLHYH� WKH� EUHDGWK� DQG� GHSWK� RI
FRYHUDJH�QHHGHG�WR�PDNH�REYLRXV�ZKDW�D�PRGHOHU�VKRXOG�GR��7R�WKLV�HQG�
WKLV�VHFWLRQ�FRQWDLQV�UXOHV�RI�RSHUDWLRQ�WKDW�DEVWUDFWO\�GHVFULEH�PDQ\�RI
WKH� NH\� V\VWHP� FDOOV� RI� 81,;� 6\VWHP� 9�� 7KH� VHOHFWHG� UXOHV� DGHTXDWHO\
GHPRQVWUDWH�WKH�PRGHOLQJ�DSSURDFK�ZH�KDYH�GHVFULEHG�

,QWURGXFWLRQ�7KH�6WDWH�0DFKLQH�0RGHO�LV�D�VWDWH�WUDQVLWLRQ�PDFKLQH��,WV
UXOHV� RI� RSHUDWLRQ� GHILQH� WKH� YDOLG� WUDQVLWLRQV� IRU� WKH� PRGHOHG� V\VWHP�
5HFDOO� ZH� VDLG� HDUOLHU� WKDW� WKH� VWDWH�PDFKLQH� KDV� D� WUDQVLWLRQ� UXOH� IRU
HDFK�81,;�6\VWHP�9�V\VWHP�FDOO��:H�YDOLGO\�FRXOG�KDYH�FKRVHQ�LQVWHDG�WR
PDNH� WKH�PRGHO� UXOHV�PRUH�SULPLWLYH� WKDQ�V\VWHP�FDOOV��'RLQJ� VR� JLYHV
WKH�EHQHILW�RI�VLPSOHU�UXOHV�RI�RSHUDWLRQ�EXW�KDV�WKH�XQGHVLUDEOH�HIIHFW�RI
PRYLQJ� WKH� PRGHO� DQRWKHU� OHYHO� DZD\� IURP� WKH� UHDO� V\VWHP�� 7KH� DGGL�
WLRQDO� OHYHO� GHPDQGV� D� RQH�WR�PDQ\�PDSSLQJ� RI� V\VWHP� FDOO� WR� UXOHV� RI
RSHUDWLRQ�E\�WKH�GHVLJQHU�RU�HYDOXDWRU�RI�WKH�V\VWHP�

$Q�H[DPSOH�ZLOO�VKRZ�WKH�GLIIHUHQFH�EHWZHHQ�WKH�WZR�DSSURDFKHV��7DN�
LQJ�WKH�PRUH�DEVWUDFW�DSSURDFK��ZH�PLJKW�GHILQH�WKH�2SHQ�UXOH�RI�RSHUD�
WLRQ�LQ�WKH�IROORZLQJ�IRUP��DV�ZH�VDZ�HDUOLHU�
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2SHQ��ILOHBQDPH��PRGH��
&21',7,21
67$786�ILOHBQDPH�� ��DFWLYH�
$1'
$FFHVV�5XOHV��RSHQ��PRGH��FXUUHQWBSURFHVVBDFL��ILOHBDFL�
())(&7
2SHQB6HW��FXUUHQWBSURFHVV�� �2SHQB6HW��FXUUHQWBSURFHVV��81,21��ILOHBQDPH�
PRGH�

7KH�81,;�RSHQ�V\VWHP�FDOO�KDV�DQ�RSWLRQ�WR�FUHDWH�WKH�QDPHG�ILOH�XQ�
GHU�FHUWDLQ�FLUFXPVWDQFHV�� ,W�DOVR�SURYLGHV�DQ�RSWLRQ� IRU� WKH�SURFHVV� WR
FDXVH�WKH� ILOH� WR�EH� WUXQFDWHG� �KDYH�DOO� LWV�GDWD�HUDVHG��GXULQJ�RSHQLQJ�
7KH�DERYH�IRUP�RI�WKH�RSHQ�UXOH�GRHV�QRW�UHIOHFW�WKHVH�RSWLRQV��,Q�WKH�IRO�
ORZLQJ�IRUP��ZH�VKRZ�QRW�RQO\�WKHVH�RSWLRQV�EXW�DGGLWLRQDO�GHWDLOV�RI�WKH
V\VWHP�FDOO�VXFK�DV�GLUHFWRU\�VHDUFKLQJ�

5XOHV�RI�2SHUDWLRQ��7KLV�VHFWLRQ�JLYHV�WKH�6WDWH�0DFKLQH�PRGHO�VSHFLIL�
FDWLRQ�IRU�WKH�IROORZLQJ�UXOHV�RI�RSHUDWLRQ�

2SHQ
5HDG
)RUN
&UHDWH
([HFXWH
.LOO
8QOLQN

� 2SHQ� �ILOHBQDPH�� PRGH�� WUXQFDWHBRSWLRQ�� FUHDWHBRSWLRQ���� 7KH
RSHQ�V\VWHP�FDOO�LV�WKH�ILUVW�RSHUDWLRQ�D�SURFHVV�SHUIRUPV�WR�DFFHVV�GDWD
LQ� ILOH�� :KHQ� VXFFHVVIXO�� WKH� FDOO� UHWXUQV� D� ILOH� GHVFULSWRU� WKDW� ZLOO� EH
XVHG� E\� RWKHU� ILOH� RSHUDWLRQV�� VXFK� DV� UHDGLQJ�� ZULWLQJ�� GHWHUPLQLQJ
VWDWXV��DQG�FORVLQJ�WKH�ILOH��,I�WKH�ILOH�GRHV�QRW�H[LVW�DQG�WKH�FUHDWHBRSWLRQ
DUJXPHQW�LQGLFDWHV�WKDW�WKH�SURFHVV�ZLVKHV�WR�FUHDWH�WKH�ILOH�LQ�WKLV�FDVH�
WKHQ� WKH� FDOO�ZLOO� FUHDWH� WKH� ILOH� DQG�RSHQ� LW� LQ� WKH�PRGH� VSHFLILHG�� 7KH
PRGH� DUJXPHQW� LQGLFDWHV� WKH� W\SH� RI� RSHQ�� VXFK� DV� UHDGLQJ� RU� ZULWLQJ

���������������������������������������������
2The reader with computer systems experience should have no trouble understanding the
language that expresses the rules.  The reader who may not be familiar with computer
programming languages or who may want to verify the meaning of a language form
should see appendix 1, which gives a description of the language as well as the modeling
constructs employed.
3The arguments used in this essay are similar to those defined by Bach (Bach, 1986) but I
have changed the names, invented some new ones, and sometimes rearranged them for
clarity of the rules.
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DQG�WKH�WUXQFDWHBRSWLRQ�VKRZV�ZKHWKHU�WKH�SURFHVV�ZDQWV�DOO�WKH�FXUUHQW
GDWD�LQ�WKH�ILOH�FOHDUHG�
,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH�@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG

DQG�WKH�ILOH�H[LVWV��
6(/(&7�&$6(�WUXQFDWHBRSWLRQ

&$6(�21
,)
127��$FFHVV�5XOHV�GHOHWH�GDWD��FXUUHQWBSURFHVV��ILOHBQDPH����
7+(1
HUURU�H[LW�

(/6(
>�WUXQFDWH�WKH�ILOH�@�
>�RSHQ�WKH�ILOH�@�

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  � 23(1�FXUUHQWBSURFHVV�
ILOHBQDPH��6(7�81,21�^PRGH`�

VHW�DWWULEXWHV�
QRUPDO�H[LW�

&$6(�2))
,)
�PRGH�  ��UHDG��$1'
$FFHVV�5XOHV�UHDG�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��ZULWH��$1'
$FFHVV�5XOHV�ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��UHDG	ZULWH��$1'

$FFHVV�5XOHV�UHDG	ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
7+(1
>�RSHQ�WKH�ILOH�@�
VHW�DWWULEXWHV�

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  � 23(1�FXUUHQWBSURFHVV�
ILOHBQDPH��6(7�81,21�^PRGH`�

QRUPDO�H[LW�
(/6(
HUURU�H[LW�

���������������������������������������������
4I show the first argument to the open call (and others) as file_name.  This may actually
be a pathname involving one or more directories.  When file_name is used as a parameter
to the Access-Rules, the reader should understand that the name of the file itself, not the
full pathname, is intended.
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&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

6(/(&7�&$6(�FUHDWHBRSWLRQ
&$6(�FUHDWHBRSWLRQ�  �21
��FUHDWH�WKH�ILOH�DQG�RSHQ�LW�IRU�WKH�W\SH�RI�DFFHVV�VSHFLILHG�E\

WKH�PRGH�DUJXPHQW��
>�FUHDWH�WKH�DWWULEXWH�VHW�IRU�WKH�ILOH�DQG�VHW�WKH�EDVLF�YDOXHV�

VXFK�DV�REMHFW�LGHQWLILHU�@
,)
$FFHVV�5XOHV�FUHDWH��FXUUHQWBSURFHVV��ILOHBQDPH��

7+(1
VHW�DWWULEXWHV�
>�FUHDWH�WKH�ILOH�@
��FKHFN�ZKHWKHU�FXUUHQWBSURFHVV�PD\�RSHQ�WKH�ILOH��
,)
�PRGH�  ��UHDG��$1'
$FFHVV�5XOHV�UHDG�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��ZULWH��$1'
$FFHVV�5XOHV�ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��UHDG	ZULWH��$1'

$FFHVV�5XOHV�UHDG	ZULWH�RSHQ�� FXUUHQWBSURFHVV�
ILOHBQDPH���

7+(1
VHW�DWWULEXWHV�
>�RSHQ�WKH�ILOH�@

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  
23(1�FXUUHQWBSURFHVV�� ILOHBQDPH�� 6(7�81,21
^PRGH`�

QRUPDO�H[LW�
(/6(
HUURU�H[LW�

(/6(
HUURU�H[LW�

&$6(�FUHDWHBRSWLRQ�  �2))
HUURU�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �LQDFFHVVLEOH�� �� WKH� GLUHFWRU\� VHDUFK
IDLOHG����H�J���SHUPLVVLRQ�GHQLHG��GLUHFWRU\�QRQ�H[LVWHQW��HWF�
�

HUURU�H[LW�
(1'�6(/(&7
(/6(
HUURU�H[LW�

� 5HDG� �ILOHBGHVFULSWRU�� EXIIHU�� VL]H��� 7KH� UHDG� V\VWHP� FDOO
FDXVHV� D� VSHFLILHG� QXPEHU� RI� E\WHV� �VL]H�� WR� EH� PRYHG� IURP� DQ
RSHQ� ILOH� �ILOHBGHVFULSWRU�� WR� D� GDWD� VWUXFWXUH� �EXIIHU�� LQ� WKH� UH�
TXHVWLQJ�SURFHVV��7KH� UHDG� VWDUWV�DW� WKH�QH[W� E\WH� DIWHU� WKH� ODVW
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E\WH� WUDQVIHUUHG�E\�D� UHDG� FDOO� VR� WKDW� VXFFHVVLYH� UHDGV�RI� D� ILOH
GHOLYHU�WKH�ILOH�GDWD�LQ�VHTXHQFH�

,)
�UHDG�� LV� LQ� 23(1�FXUUHQWBSURFHVV�� REMHFW>LGHQWLILHG� E\

ILOHBGHVFULSWRU@�
$1'
$FFHVV�5XOHV�UHDG��FXUUHQWBSURFHVV��REMHFW�

7+(1
VHW�DWWULEXWHV�
>�UHDG�WKH�ILOH�@�
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

� )RUN������7KH�IRUN�V\VWHP�FDOO�HQDEOHV�D�SURFHVV�WR�FUHDWH�D
QHZ� SURFHVV�� 7KH� FUHDWHG� SURFHVV�� FDOOHG� WKH� FKLOG� SURFHVV�� LV
LGHQWLFDO�WR�WKH�SURFHVV�WKDW�FUHDWHV�LW��WKH�SDUHQW�SURFHVV��H[FHSW
IRU� WKHLU� SURFHVV� LGHQWLILHUV�� $OVR�� VRPH� SURFHVV�LQWHUQDO� YDUL�
DEOH�V��RI�WKH�FKLOG�DUH�VHW�E\�WKH�NHUQHO�VR�WKDW�WKH�FKLOG�SURFHVV
FDQ�UHFRJQL]H�LWVHOI�DV�WKH�FKLOG�ZKHQ�LW�UXQV��SUHVXPDEO\�VR�WKDW
LW�FDQ�GR�VRPHWKLQJ�GLIIHUHQW�IURP�LWV�SDUHQW�

>�FUHDWH�WKH�QHZ�SURFHVV�LI�UHVRXUFHV�DUH�DYDLODEOH�@�
,)
$FFHVV�5XOHV�FORQH��FXUUHQWBSURFHVV��QHZBSURFHVV��

7+(1
VHW�DWWULEXWHV�

2SHQ�QHZBSURFHVV�� REMHFW��  �2SHQ�FXUUHQWBSURFHVV�� REMHFW�� IRU� DOO� RE�
MHFWV�LQ�WKH�V\VWHP�

��WKH�QHZ�SURFHVV�LQKHULWV�DFFHVV�WR�DOO�WKH�REMHFWV�WKH�FXUUHQW�SURFHVV
FDQ�DFFHVV��

>�FRPSOHWH�WKH�IRUN�RSHUDWLRQ�@
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

� FUHDW��ILOHBQDPH��PRGH���7KH�FUHDW��FUHDWH��V\VWHP�FDOO�FUH�
DWHV� D� QHZ� ILOH� LQ� WKH� V\VWHP�� %XW� LI� WKH� ILOH� DOUHDG\� H[LVWV�� WKH
NHUQHO�RSHQV�LW�DQG�WUXQFDWHV�LW�LI�SHUPLVVLEOH�

,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
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&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG
DQG�WKH�ILOH�H[LVWV��

��FKHFN�LI�LW�LV�SHUPLVVLEOH�WR�GHOHWH�WKH�GDWD�LQ�WKH�ILOH�DQG�ZULWH�
RSHQ�LW��

VDYH���DWWULEXWH�YDOXHV�RI�FXUUHQWBSURFHVV�DQG�ILOHBQDPH���
,)
$FFHVV�5XOHV��GHOHWH�GDWD��FXUUHQWBSURFHVV��ILOHBQDPH�
7+(1
VHW�DWWULEXWHV�
,)
$FFHVV�5XOHV��ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
VHW�DWWULEXWHV�
��FOHDU�WKH�ILOH�DQG�ZULWH�RSHQ�LW���

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  � 23(1�FXUUHQWBSURFHVV�
ILOHBQDPH��6(7�81,21�^PRGH`�

QRUPDO�H[LW�
(/6(
UHVWRUH� �� UHVWRUH� WKH� DWWULEXWH� YDOXHV� RI� FXUUHQWBSURFHVV� DQG

ILOHBQDPH���
HUURU�H[LW�

(/6(
HUURU�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

��FKHFN�LI�LW�LV�SHUPLVVLEOH�WR�FUHDWH�WKH�ILOH��ZULWH�WKH�UHOHYDQW�GL�
UHFWRU\��DQG�ZULWH�RSHQ�WKH�ILOH��

VDYH���VDYH�WKH�DWWULEXWH�YDOXHV�RI�FXUUHQWBSURFHVV��ILOHBQDPH��DQG
GLUHFWRU\���

,)
$FFHVV�5XOHV��FUHDWH��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
VHW�DWWULEXWHV�
,)
$FFHVV�5XOHV� �ZULWH�� FXUUHQWBSURFHVV�� GLUHFWRU\� �� GLUHFWRU\� LV

IRXQG�E\�WKH�QDPHL�NHUQHO�VXEURXWLQH�LQ�81,;���
7+(1
VHW�DWWULEXWHV�
,)
$FFHVV�5XOHV��ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH�
7+(1
VHW�DWWULEXWHV�

��FUHDWH�WKH�ILOH��ZLWK�DSSURSULDWH�GLUHFWRU\�HQWU\��DQG�ZULWH�
RSHQ�LW���

(/6(
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UHVWRUH� �� UHVWRUH� WKH� DWWULEXWH� YDOXHV� RI� FXUUHQWBSURFHVV�
ILOHBQDPH��DQG�GLUHFWRU\���

HUURU�H[LW�
(/6(
UHVWRUH� �� DWWULEXWH� YDOXHV� RI� FXUUHQWBSURFHVV�� ILOHBQDPH�� DQG

GLUHFWRU\���
HUURU�H[LW�

(/6(
HUURU�H[LW�

(/6(
HUURU�H[LW�

� H[HF��ILOHBQDPH���7KH�H[HF�V\VWHP�FDOO�FDXVHV�SURFHVV�H[HFXWLRQ�WR
FRQWLQXH�ZLWK�WKH�FRGH�FRQWDLQHG� LQ�WKH�QDPHG� ILOH��7KLV�VKRXOG�QRW�EH
FRQIXVHG�ZLWK� FUHDWLQJ� D� QHZ� SURFHVV�� ZKLFK� LV� WKH� QRUPDO� UHVXOW� RI� D
IRUN�V\VWHP�FDOO��7KH�H[HFXWLRQ�RI�WKH�FRGH�VSHFLILHG�E\�WKH�H[HF�V\VWHP
FDOO� LV�SDUW� RI� WKH�SURFHVV� WKDW� LQYRNHG� WKH� H[HF� V\VWHP� FDOO�� 7KXV�� WKH
RSHQ�ILOHV�RI�WKH�SURFHVV�DUH�VWLOO�RSHQ�DIWHU�D�VXFFHVVIXO�H[HF�

,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG

DQG�WKH�ILOH�H[LVWV��
,)
$FFHVV�5XOHV��H[HFXWH��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
VHW�DWWULEXWHV�
��FDUU\�RXW�WKH��H[HF�LQJ�RI�WKH�ILOHQDPH���
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

HUURU�H[LW�
(/6(
HUURU�H[LW�

� NLOO��SURFHVV�LGHQWLILHU��VLJQDO���7KH�NLOO�V\VWHP�FDOO�HQDEOHV�D�SUR�
FHVV�WR�VHQG�RQH�RI�D�QXPEHU�RI�VLJQDOV�WR�DQRWKHU�SURFHVV��7KH�6,*.,//
VLJQDO� FDXVHV� WKH� NHUQHO� WR� WHUPLQDWH� WKH� WDUJHW� SURFHVV� LI� DSSURSULDWH
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DXWKRUL]DWLRQV� DUH� VDWLVILHG��� ,I� WKH� VLJQDO� LV� DQ\� RI� WKH� RWKHU� YDOLG� VLJ�
QDOV�� WKHQ� WKH�SURFHVV�HV�� UHFHLYLQJ� WKH�VLJQDO�ZLOO�SURFHVV� WKH�VLJQDO� LQ
DFFRUGDQFH�ZLWK�WKH�VSHFLILFDWLRQ�HVWDEOLVKHG�E\�LWV��WKHLU��VLJQDO�V\VWHP
FDOO�V��RU�ZLWK�WKH�GHIDXOW�VSHFLILFDWLRQ�IRU�WKH�VLJQDO�

,)
��WKH�SURFHVV�LGHQWLILHU�DQG�VLJQDO�DUJXPHQWV�DUH�YDOLG��
7+(1
6(/(&7�&$6(�VLJQDO
&$6(�VLJQDO�LV�6,*.,//���WKH�VHQGLQJ�SURFHVV�LV�DWWHPSWLQJ�WR�NLOO�D

SURFHVV�RU�JURXS�RI�SURFHVVHV��
)25�($&+�SURFHVV���VSHFLILHG�E\�WKH�SURFHVV�LGHQWLILHU�DUJXPHQW

��
��WHUPLQDWH�WKH�SURFHVV��

23(1�SURFHVV��ILOHBQDPH�� �^`��IRU�HYHU\�ILOHBQDPH�
$FFHVV�5XOHV�WHUPLQDWH���SURFHVV��

(1'�)25�($&+�
QRUPDO�H[LW�

&$6(�(/6(
)25�($&+�SURFHVV���VSHFLILHG�E\�WKH�SURFHVV�LGHQWLILHU�DUJXPHQW

��
,)
$FFHVV�5XOHV�VHQG�VLJQDO��FXUUHQWBSURFHVV��SURFHVV��  �<(6

7+(1
VHW�DWWULEXWHV�

��VHQG�WKH�VSHFLILHG�VLJQDO�WR�WKH�SURFHVV��
(/6(
HUURU�H[LW�

(1'�)25�($&+�
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

� XQOLQN� �ILOHBQDPH��� 7KH� XQOLQN� V\VWHP� FDOO� UHPRYHV� D� GLUHFWRU\
HQWU\�IRU�D�ILOH��,Q�JHQHUDO��D�QXPEHU�RI�GLUHFWRU\�HQWULHV�PD\�H[LVW�IRU�D

���������������������������������������������
5The real or effective user ID of the sending process must match the effective or saved
effective user ID of the receiving process, unless the effective user ID of the sending pro-
cess is super-user.  Recall that we do not model  super-user access controls or controls
based on user IDs.
6{} denotes the empty set.
7Recall from the Interface Definition that the terminate message means that the system
has terminated the process.  The State Machine Model gives this request to the Policy
Model for information only.  It enables the Policy Model to update its information base, if
necessary.
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JLYHQ�ILOH��FUHDWHG�YLD�WKH�OLQN�V\VWHP�FDOO��$�ILOH�LV�QRW�GHOHWHG�XQWLO�DOO�LWV
QDPHV��OLQNV��KDYH�EHHQ�UHPRYHG�
,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG

DQG�WKH�ILOH�H[LVWV��
,)
��XQOLQNLQJ�WKH�ILOH�ZLOO�GHOHWH�WKH�ILOH�LWVHOI��

7+(1
,)
$FFHVV�5XOHV��GHOHWH��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
��GHOHWH�WKH�ILOH����UHPRYH�GLUHFWRU\�HQWU\�DQG�UHWXUQ�ILOH�VSDFH

WR�V\VWHP�SRRO���
67$786�ILOHBQDPH�� ��XQXVHG��
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

(/6(
��XQOLQN�WKH�ILOH����UHPRYH�GLUHFWRU\�HQWU\���
QRUPDO�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

HUURU�H[LW�
(/6(
HUURU�H[LW�

$GGLWLRQDO� UHPDUNV��7KH�PRGHOHU�KDV� FKRLFHV� WR�PDNH��$� IXQGDPHQWDO
GHFLVLRQ�LV�ZKHWKHU�WKH�UXOHV�RI�RSHUDWLRQ�RI�WKH�VWDWH�PDFKLQH�PRGHO�ZLOO
PDS�RQH�WR�RQH�WR�V\VWHP�FDOOV�RU�QRW��6XFFHVVIXO�PRGHOLQJ�FDQ�EH�GRQH
HLWKHU�ZD\��7KH�GLIIHUHQFHV�EHWZHHQ� WKH� WZR�DSSURDFKHV�FDQ�EH�FKDUDF�
WHUL]HG� DV� WUDGHRIIV�� DV� \RX�PLJKW� H[SHFW�� ,I� WKH� UXOHV� RI� RSHUDWLRQ� DUH
RQH�WR�RQH� ZLWK� WKH� V\VWHP� FDOOV�� WKH\� LQFOXGH� D� ZHDOWK� RI� GHWDLO� DQG
PDNH�VXEVHTXHQW�DVVXUDQFH�HIIRUWV�HDVLHU��,I�WKH�UXOHV�RI�RSHUDWLRQ�PDS
PDQ\�WR�RQH�WR�WKH�V\VWHP�FDOOV��WKH�UXOHV�FDQ�EH�VLPSOHU�DQG�WKH�PRGHO
ZLOO�WKHQ�EH�HDVLHU�WR�XQGHUVWDQG�DQG�DQDO\]H��7KH�PRGHOHU�PXVW�GHFLGH
KRZ�WR�DSSURDFK�WKLV� LVVXH��EDVHG�RQ�DQ�XQGHUVWDQGLQJ�RI� WKH�PRGHOHG
FODVV�RI�V\VWHPV�DQG�WKH�SXUSRVHV�RI�WKH�PRGHOLQJ�
+DYLQJ�GHFLGHG�WKH�EDVLF�DSSURDFK�� WKH�PRGHOHU�VKRXOG�H[DPLQH�HDFK

RSHUDWLRQ�WKH�V\VWHP�SURYLGHV�IRU�SURFHVVHV��,Q�81,;�6\VWHP�9�WKHVH�RS�
HUDWLRQV�DUH�V\VWHP�FDOOV��7KH�PRGHOHU�VKRXOG�ILJXUH�RXW�ZKDW�HDFK�V\V�
WHP� FDOO� GRHV� WR� WKH� VWDWH� RI� WKH� V\VWHP� DQG� ZKHWKHU� LW� UHODWHV� WR� WKH
V\VWHP
V�VHFXULW\�SROLFLHV��(YHU\�V\VWHP�FDOO�SRWHQWLDOO\�KDV�UHOHYDQFH�WR
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VRPH�SROLF\��:KDW�ZH�PHDQ�KHUH�DUH�WKH�SROLFLHV�GHILQHG�E\�WKH�5XOH�6HW
0RGHO��6RPH�V\VWHP�FDOOV�KDYH�QR�UHOHYDQFH�WR�WUDGLWLRQDO�PDQGDWRU\�DF�
FHVV�FRQWURO�SROLF\�EXW�VLJQLILFDQW�UHOHYDQFH�WR�WKH�&ODUN�:LOVRQ�,QWHJULW\
3ROLF\�� /RRNLQJ� DW� WKH� V\VWHP� FDOOV� LQ� WKLV� ZD\� DWWUDFWV� DWWHQWLRQ� WR
QHHGHG�FRQVWUDLQWV�LQ�RQH�RU�PRUH�SROLFLHV�WKDW�WKH�PRGHOHU�PLJKW�RWKHU�
ZLVH�RYHUORRN�
7KH�PRGHOHU�VKRXOG�GHFLGH�LI�WKH�UXOHV�RI�RSHUDWLRQ�QHHGHG�WR�PRGHO�WKH

V\VWHP� FDOOV� H[LVW� LQ� WKH� VWDWH� PDFKLQH� PRGHO�� ,I� QRW�� WKH\� VKRXOG�� RI
FRXUVH��EH�DGGHG�WR�WKH�PRGHO��7KH�PRGHOHU�DOVR�VKRXOG�GHILQH�KRZ�HDFK
UXOH�XVHV�WKH�LQWHUIDFH�GHILQLWLRQ�WR�LQYRNH�WKH�5XOH�6HW�0RGHO�
7KLV� DSSURDFK� JLYHV� KLJK� FRQILGHQFH� WKDW� D� V\VWHP
V� LPSOHPHQWDWLRQ

FRXOG�FOHDUO\�GHULYH�IURP�WKH�HOHPHQWV�RI�WKH�IRUPDO�PRGHO�LQVWHDG�RI�DG�
GLWLRQDOO\�GHSHQGLQJ�RQ�PDQ\�GHVLJQ�DQG�SROLF\�GHFLVLRQV�QRW�DGGUHVVHG
LQ�WKH�PRGHO�

5XOH�6HW�0RGHO��7KLV�VHFWLRQ�GHVFULEHV�D�5XOH�6HW�0RGHO�IRU�D�WUXVWHG
FRPSXWHU�V\VWHP�WKDW�LPSOHPHQWV�WKH�IROORZLQJ�IRXU�SROLFLHV�

� D�PDQGDWRU\�DFFHVV�FRQWURO��0$&��SROLF\
� D�&ODUN�:LOVRQ�LQWHJULW\��&:,��SROLF\
� D�IXQFWLRQDO�FRQWURO��)&��SROLF\
� D�VHFXULW\�LQIRUPDWLRQ�PRGLILFDWLRQ��6,0��SROLF\�

7KH�0$&�SROLF\�UHSUHVHQWV�WKH�0$&�SROLF\�RI�$PHULFDQ�7HOHSKRQH�DQG
7HOHJUDSK
V��$7	7��6\VWHP�9�0/6��5HOHDVH��������7KLV�V\VWHP��UHFHLYHG
D� %�� UDWLQJ� IURP� WKH� 1DWLRQDO� &RPSXWHU� 6HFXULW\� &HQWHU� LQ� ������ 7KH
0$&�SROLF\�VKRZV�WKH�WUDGLWLRQDO�VHFXULW\�SROLF\� IRU�D� WUXVWHG�FRPSXWHU
V\VWHP��,WV�LQFOXVLRQ�VKRZV�WKDW�RWKHU�SROLFLHV�FDQ�EH�LQWHJUDWHG�ZLWK�WKH
WUDGLWLRQDO�QRQGLVFORVXUH�VHFXULW\�UHTXLUHPHQWV��7KLV�SROLF\�XVHV�D�ODWWLFH
RI� VHFXULW\� OHYHOV� DV� WKH� EDVLV� IRU� LWV� DFFHVV� GHFLVLRQV�� 7KH� &:,� SROLF\
SURYLGHV�FRQWURO�RYHU�PRGLILFDWLRQ�RI�LQIRUPDWLRQ�E\�UHJXODWLQJ�WKH�WUDQV�
DFWLRQV�WKDW�XVHUV�FDQ�DSSO\�WR� ILOHV�RI� LQIRUPDWLRQ��7KLV�SROLF\�HPSOR\V
UROHV� DQG� W\SHV� DQG� H[HFXWH�FRQWURO� OLVWV� �WKH� &ODUN�:LOVRQ� WULSOHV��� ,WV
LQFOXVLRQ� VKRZV� KRZ� WKH� FRPPHUFLDO� GDWD� SURFHVVLQJ� UHTXLUHPHQWV� GH�
VFULEHG� E\� &ODUN� DQG�:LOVRQ� �&/$5���� FDQ� EH� PRGHOHG� DQG� LQWHJUDWHG
ZLWK�WKH�0$&�SROLF\�IRU�D�81,;�V\VWHP��7KH�IXQFWLRQDO�FRQWURO��)&��SROLF\
LPSOHPHQWV�D�JHQHUDO�UROH�DQG�W\SH�SROLF\�LQ�WHUPV�RI�V\VWHP�UROHV�RI�XV�
HUV�DQG�FDWHJRULHV�RI�REMHFWV��7KLV�SROLF\�DOORZV�WKH�UROHV�V\VWHP�DGPLQ�

���������������������������������������������
8The evaluated product was System V/MLS, Version 1.1.2, running with UNIX System V
Release 3.1.1 on the AT&T 3B2/500 or AT&T 3B2/600 minicomputers.  Through the
rating maintenance program (RAMP) of the NCSC, the rating was extended in Septem-
ber, 1990 to System V/MLS Release 1.2.0 and 630/MLS Release 1.2.0 running with
UNIX System V Release 3.1.1 on the AT&T 3b2/500 and AT&T3B2/600 minicomputers
and the AT&T 630 MTG terminal.
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LVWUDWRU��VHFXULW\�RIILFHU��DQG�XVHU�DQG�KDV�WKH�FDWHJRULHV�JHQHUDO��VHFX�
ULW\�� DQG� V\VWHP�� 7KH� VHFXULW\� LQIRUPDWLRQ� PRGLILFDWLRQ� �6,0�� SROLF\� LV
EDVHG�RQ�W\SHV�RI�V\VWHP�GDWD�DQG�V\VWHP�UROHV�RI�XVHUV��7KLV�SROLF\�DO�
ORZV�RQO\�WKH�VHFXULW\�RIILFHU�WR�FKDQJH�WKH�V\VWHP
V�VHFXULW\�LQIRUPDWLRQ�
7KLV�HVVD\� IRFXVHV�PDLQO\�RQ� WKH�0$&�DQG�&:,�SROLFLHV�EXW� LQFOXGHV

WKH� )&� DQG� 6,0� SROLFLHV� IRU� FRPSOHWHQHVV�� $� XVHIXO� WUXVWHG� FRPSXWHU
V\VWHP�PXVW�SURYLGH�WKH�NLQGV�RI�DFFHVV�FRQWURO�GHILQHG�E\�)&�DQG�6,0
EXW�IRUPDO�PRGHOV�W\SLFDOO\�KDYH�QRW�LQFOXGHG�VXFK�SROLFLHV�
,�ZLOO�SUHVHQW�WKH�IRXU�SROLFLHV�RI�WKLV�PRGHO�LQ�GHWDLO�LQ�WKLV�VHFWLRQ��%XW

,�ZLOO� QRW� JLYH� FRPSOHWH� SROLFLHV� EHFDXVH� WKH� SXUSRVH� LV� WR� GHVFULEH� WKH
DSSURDFK�QRW�WR�SURYLGH�D�FRPSOHWH� IRUPDO�PRGHO��%HIRUH�GHVFULELQJ�WKH
SROLFLHV�PRGHOHG�LQ�WKLV�HVVD\��ZH�QHHG�WR�DGGUHVV�WKH� LVVXH�RI�ZK\�WKH
5XOH�6HW�0RGHO�GRHV�QRW� LQFOXGH� WKH�GLVFUHWLRQDU\�DFFHVV� FRQWURO� �'$&�
DQG�LGHQWLW\�EDVHG�DFFHVV�FRQWURO��,%$&��RI�81,;�6\VWHP�9�

6\VWHP�9�'$&�DQG�,%$&��81,;�6\VWHP�9�FRQWUROV�DFFHVV�WR�UHVRXUFHV
WKURXJK� LWV� 'LVFUHWLRQDU\� $FFHVV� &RQWURO� �'$&�� DQG� ,GHQWLW\�%DVHG� $F�
FHVV�&RQWURO� �,%$&���7KH�'$&�FDSDELOLW\�VXSSRUWV� WKH�DELOLW\�RI� WKH�V\V�
WHP�DQG� LWV�XVHUV� WR� GHFLGH�ZKR�PD\� DFFHVV� WKH� ILOHV� WKH\� RZQ� DQG� LQ
ZKDW� PDQQHU�� ,W� XVHV� WKH� IDPLOLDU� UHDG�� ZULWH�� DQG� H[HFXWH� SULYLOHJHV�
:KDW�WKH�NHUQHO�HQVXUHV�LV�WKDW�WKH�SHUPLVVLRQV�GHILQHG�E\�WKH�XVHUV�DQG
WKH�V\VWHP�ZLOO�EH� HQIRUFHG��%XW�� LQ�DGGLWLRQ�� WKH�NHUQHO� LQFRUSRUDWHV�D
QRQ�GLVFUHWLRQDU\� SROLF\� EDVHG� RQ� VXSHUXVHU� SULYLOHJHV� DQG� WKH� VHYHUDO
W\SHV�RI�XVHU�LGHQWLILHUV��UHDO��HIIHFWLYH��VDYHG��WKDW�LW�XVHV��7KLV�LGHQWLW\�
EDVHG�DFFHVV�FRQWURO� �,%$&��SROLF\�DQG� WKH�XVHU�GHILQHG�'$&�SROLF\�DUH
WKH�DFFHVV�FRQWURO�RI�81,;�6\VWHP�9��

2XU�PRGHO�LQFOXGHV�QHLWKHU�RI�WKHVH�SROLFLHV��7KH�,%$&�SROLF\�RI�81,;
LV�W\SLFDOO\�QRW�PRGHOHG�DOWKRXJK�LW�LV�WKH�NLQG�RI�SROLF\�WKDW�VKRXOG�EH�RI
LQWHUHVW� WR� WKH� PRGHOHU�� $� PRUH� HODERUDWH� ,%$&� SROLF\� FDQ� UHSODFH� WKH
81,;�VXSHUXVHU�DSSURDFK�LQ�WUXVWHG�FRPSXWHU�V\VWHPV�WR�SURYLGH�EHWWHU
VHSDUDWLRQ� RI� GXW\�� ,QVWHDG� RI� PRGHOLQJ� WKH� VXSHUXVHU�EDVHG� ,%$&� RI
81,;��WKLV�5XOH�6HW�0RGHO�KDV�D�IXQFWLRQDO�FRQWURO�SROLF\�ZKLFK�KDV�EHW�
WHU�VHSDUDWLRQ�RI�GXW\�DQG�LV�DOVR�IDU� OHVV�FRPSOLFDWHG�WKDQ�WKH�,%$&�RI
81,;�
)RUPDO�PRGHOV�RIWHQ�GR�LQFOXGH�WKH�'$&�SROLF\��7KLV�IRUPDO�PRGHO�GRHV

QRW�EHFDXVH��LQ�VKRUW��LW�LV�QRW�DQ�LQWHUHVWLQJ�SROLF\��,W�VKRXOG�FHUWDLQO\�EH
LQFOXGHG�LQ�WKH�VWDWH�PDFKLQH�UHSUHVHQWDWLRQ�RI�D�81,;�V\VWHP��DVVXP�
LQJ�LWV�OHYHO�RI�GHWDLO�LV�DSSURSULDWH�WR�WKH�PRGHO��%XW�LW�UHDOO\�GRHVQ
W�EH�
ORQJ�LQ�WKH�5XOH�6HW�0RGHO�EHFDXVH�'$&�LV�QRW�D�SROLF\� WKH�V\VWHP�FDQ
HQIRUFH� �'$&� LV�D�PHFKDQLVP�E\�ZKLFK�XVHUV�DWWHPSW�WR� LPSRVH�WKHLU
RZQ�VKDULQJ�SROLF\�RQ�WKH�UHVRXUFHV�WKH\�RZQ��%XW��WKHUH
V�QR�DVVXUDQFH
WKDW� WKH\�ZLOO� VXFFHHG�� )RU� H[DPSOH�� D�Trojan Horse FDQ� HDVLO\� GHIHDW� D
XVHU
V� QRQGLVFORVXUH� REMHFWLYHV� VLQFH� WKH� '$&� PHFKDQLVP� SURYLGHV� QR
���������������������������������������������
9Note that the system in this context is System V, not System V/MLS.  AT&T’s System
V/MLS additionally incorporates the mandatory access control (MAC) policy.
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ZD\� IRU�D�XVHU� WR�SURKLELW�FRS\LQJ�D� ILOH�KH�KDV�DOORZHG�WR�EH� UHDG��1RU
GRHV�WKH�'$&�PHFKDQLVP�DGHTXDWHO\�VXSSRUW�LQWHJULW\�REMHFWLYHV�EHFDXVH
LW�SURYLGHV�QR�ZD\�IRU�D�XVHU�WR�VSHFLI\�KRZ�RWKHUV�PLJKW�PRGLI\�REMHFWV
WKDW�KH�RZQV��,Q�VXPPDU\��WKH�'$&�PHFKDQLVP�GRHV�QRW�VWURQJO\�VXS�
SRUW� DQ\�NQRZQ��ZHOO� FRQFHLYHG�SROLF\� REMHFWLYH� WKDW�XVHUV� DUH� OLNHO\� WR
KDYH�DQ�LQWHUHVW�LQ�
,Q�WKLV�IRUPDO�PRGHO��ZH�DVVXPH�WKDW�D�IDYRUDEOH�'$&�FKHFN��ZKHQ�DS�

SURSULDWH�� SUHFHGHV� HDFK� LQYRFDWLRQ� RI� WKH�5XOH� 6HW�0RGHO� E\� WKH� 6WDWH
0DFKLQH�0RGHO��$Q\�RI�WKH�IRXU�SROLFLHV�ZH�KDYH�LQFOXGHG�LQ�WKH�5XOH�6HW
0RGHO�FDQ�RYHUULGH�D�IDYRUDEOH�'$&�GHFLVLRQ�

$FFHVV�&RQWURO�,QIRUPDWLRQ��7R�VXSSRUW�WKH�SROLFLHV�GHVFULEHG�KHUHLQ��WKH
IROORZLQJ�DWWULEXWHV� LQ� WKUHH� JURXSV� RI� DFFHVV� FRQWURO� LQIRUPDWLRQ� �$&,��
DUH�QHHGHG��(DFK�DWWULEXWH�VKRZQ�KHUH� LV�H[SODLQHG� LQ�RQH�RI� WKH�SROLF\
GHVFULSWLRQV�WKDW�IROORZ�

86(5�$&, 9$/8(6
XVHU�LGHQWLILHU��&:,� D�XVHU�LGHQWLILHU
DFFHVV�DSSURYDOV��0$&� D�VHFXULW\�OHYHO
V\VWHP�UROH��)&�	�6,0� XVHU��VHFXULW\�RIILFHU��RU�DGPLQLVWUDWRU
LQWHJULW\�UROH��&:,� 1,/��73�XVHU��73�PDQDJHU��,93�XVHU��RU�,93�

PDQDJHU

352&(66�$&, 9$/8(6
RZQHU� �SRLQWHU� WR� 86(5�
$&,�

³

VHFXULW\�OHYHO D�VHFXULW\�OHYHO
SURFHVV�LGHQWLILHU D�SURFHVV�LGHQWLILHU
SURFHVV�W\SH 1,/��73��,93��RU�73,&'

2%-(&7�$&, 9$/8(6
VHFXULW\�OHYHO��0$&� D�VHFXULW\�OHYHO
REMHFW�LGHQWLILHU��&:,� DQ�REMHFW�LGHQWLILHU
REMHFW�FDWHJRU\��)&� JHQHUDO��VHFXULW\��RU�V\VWHP
REMHFW�W\SH��0$&� ILOH��GLUHFWRU\��LSF��RU�VFG
SURJUDP�W\SH��&:,� 1,/��73��,93��RU�73,&'
GDWD�W\SH��6,0�	�&:,� 1,/��&',��&',,&��RU�VL
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0DQGDWRU\�DFFHVV�FRQWURO�SROLF\��0DQGDWRU\�DFFHVV�FRQWURO� LV�EDVHG�RQ
VHFXULW\�OHYHOV�RI�WKH�SURFHVVHV��XVHUV��DQG�REMHFWV�RI�WKH�V\VWHP�DQG�WKH
UHTXHVW�RI�WKH�SURFHVV��7KLV�SROLF\�DIIHFWV�

� DFFHVV�RI�SURFHVVHV�WR�REMHFWV� �IRU�H[DPSOH��UHDGLQJ��ZULWLQJ��DQG
GHOHWLQJ�ILOHV��GLUHFWRULHV��DQG�PHVVDJH�TXHXHV�

� RWKHU�DVSHFWV�RI�SURFHVVLQJ� �IRU�H[DPSOH��VSDZQLQJ�D�FKLOG�SURF�
HVV�DQG�VHQGLQJ�D�VLJQDO�WR�DQRWKHU�SURFHVV�

7KH�SROLF\� GHVFULEHG�KHUH� UHSUHVHQWV� WKH�0$&�SROLF\� RI�81,;�6\VWHP
9�0/6��5HOHDVH��������)/,1����DQG�XVHV�WKH�W\SHV�RI�REMHFWV�GHILQHG�IRU
WKDW�LPSOHPHQWDWLRQ��6\VWHP�9�0/6�LV�D�PXOWL�XVHU��PXOWL�WDVNLQJ�RSHU�
DWLQJ�V\VWHP�WKDW�PDLQWDLQV�81,;�6\VWHP�9�DSSOLFDWLRQ�FRPSDWLELOLW\��,Q
DGGLWLRQ�WR�XVLQJ�WKH�WUDGLWLRQDO�SURWHFWLRQ�PHFKDQLVPV�RI�WKH�81,;�RS�
HUDWLQJ�V\VWHP�WR�SURYLGH�'$&��6\VWHP�9�0/6�SURYLGHV�0$&�WR�OLPLW�WKH
GLVWULEXWLRQ�RI� LQIRUPDWLRQ� WR�DXWKRUL]HG�XVHUV��7KH�0$&�SROLF\� LV� FRQ�
VLVWHQW�ZLWK�WKH�%HOO�/D3DGXOD�PRGHO��1&6&����DQG�VDWLVILHV�'2'�SROLF\�
%DVLFDOO\�� WKH� 0$&� SROLF\� GHSHQGV� RQ� WKH� VHFXULW\�OHYHO� DWWULEXWH� RI

SURFHVVHV�DQG�REMHFWV�DQG�RQ�WKH�REMHFW�W\SH�DWWULEXWH�RI�REMHFWV�
7KH�REMHFW�W\SH�YDOXHV�GHILQHG�IRU�WKLV�SROLF\���DUH�ILOH��GLUHFWRU\��LSF�

DQG� VFG�� ILOH� DQG� GLUHFWRU\� KDYH� WKHLU� REYLRXV� 81,;� PHDQLQJV�� LSF
PHDQV� �LQWHU�SURFHVV� FRPPXQLFDWLRQ��� WKH� PHVVDJH� TXHXH� DQG� VKDUHG
PHPRU\�LQ�81,;�PDS�WR�WKLV�W\SH��VFG�PHDQV��V\VWHP�FRQWURO�GDWD���WKH
LQRGH�LQ�81,;�PDSV�WR�WKLV�W\SH��*HQHUDOO\��V\VWHP�FRQWURO�GDWD�UHIHUV�WR
GDWD�WKH�V\VWHP�XVHV�WR�FRQWURO�LWV�RSHUDWLRQV�
,Q�WKH�QH[W�VHYHUDO�WDEOHV�WKH� OHWWHU��3��VWDQGV�IRU�WKH�VHFXULW\� OHYHO�RI

WKH�SURFHVV�PDNLQJ�WKH�UHTXHVW� IRU�DFFHVV�� WKH� OHWWHU� �2��VWDQGV� IRU� WKH
VHFXULW\�OHYHO�RI�WKH�UHIHUHQFHG�REMHFW���! ��LQGLFDWHV�WKH�XVXDO�GRPLQDWHV
UHODWLRQ�EHWZHHQ�OHYHOV��DQG�� ��LQGLFDWHV�HTXDOLW\�EHWZHHQ�OHYHOV�
7DEOH��� WKURXJK���GHILQH��UHVSHFWLYHO\�� � WKH�SROLFLHV� IRU�FRQWUROOLQJ�DF�

FHVV�RI�D�SURFHVV�WR�DQ�REMHFW�RI�W\SHV�ILOH��GLUHFWRU\��WSF��DQG�VFG�

���������������������������������������������
10We could model additional types as well.  We might, for example, wish to include a
type "communications-device", realized as a socket in some UNIX systems, if we wanted
to have intercomputer communiations reflected in our model.
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7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�ILOH�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
GHOHWH�GDWD 3� �2
H[HFXWH 3�! �2
UHDG QR�FRQGLWLRQ��

UHDG�RSHQ 3�! �2
UHDG	ZULWH�RSHQ 3� �2
ZULWH QR�FRQGLWLRQ��VHH�IRRWQRWH�IRU�UHDG�DERYH�
ZULWH�RSHQ 3� �2

7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�GLUHFWRU\�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
UHDG 3�! �2
VHDUFK 3�! �2
ZULWH�� 3� �2

���������������������������������������������
11A distinction is made between read and read-open and between write and write-open in
this model.  Read-open (write-open) enables the process to read (write) the object, read
(write) actually transfers data from (to) the open object into (from) the memory space of
the process.  The MAC policy for controlling read (write) access applies at the read-open
(write-open) and no MAC policy applies to the transfer of the data.  Other models can be
conceived in which a floating label policy for the security level of the object might be
applied when a read or write (an actual transfer of data) occurs, similar to the floating
information label policy of the CMW model (MILL90).
12"Write" to a directory includes addition, modification, and deletion of entries in the di-
rectory.
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7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�LSF�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
DOWHU 3� �2
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
UHDG QR�FRQGLWLRQ��

UHDG	ZULWH�RSHQ 3� �2
ZULWH QR�FRQGLWLRQ

7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�VFG�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FKDQJH�RZQHU 3� �2
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
JHW�SHUPLVVLRQV�GDWD 3�! �2
JHW�VWDWXV�GDWD 3�! �2
PRGLI\�DFFHVV�GDWD 3� �2
PRGLI\�SHUPLVVLRQV�GDWD 3� �2

7KH� UHTXHVWV� JHW�SHUPLVVLRQV�GDWD� DQG� JHW�VWDWXV�GDWD� FRXOG� EH�PRG�
HOHG�DV�XQGLVWLQJXLVKHG�UHDGV�RI� WKH�V\VWHP�FRQWURO�GDWD��6LPLODUO\�� WKH
FKDQJH�RZQHU�� PRGLI\�DFFHVV�GDWD�� DQG� PRGLI\�SHUPLVVLRQV�GDWD� FRXOG
EH�PRGHOHG� DV� XQGLVWLQJXLVKHG� ZULWHV�� ,Q� WKLV� PRGHO�� WKH� VHSDUDWH� UH�
TXHVWV�KDYH�EHHQ�XVHG�WR�LOOXVWUDWH�WKH�SRVVLELOLW\�RI�PDNLQJ�DFFHVV�FRQ�
WURO� GHFLVLRQV� RQ� WKH� EDVLV� RI� WKH� GLVWLQFWLRQV� UHSUHVHQWHG� E\� WKHVH
UHTXHVWV�

7DEOH���GHILQHV�WKH�0$&�SROLF\�JRYHUQLQJ�SURFHVV�PDQDJHPHQW�

7DEOH����0$&�SROLF\�IRU�SURFHVV�PDQDJHPHQW�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FORQH 3��LV�VHW�HTXDO�WR�3�
VHQG�VLJQDO 3�� �3�

���������������������������������������������
13The distinction between read and read-open and between write and write-open for files
applies also to ipc objects in this model.
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&ODUN�:LOVRQ�LQWHJULW\�SROLF\�7KH�LQWHJULW\�SROLF\�FRPHV�GLUHFWO\�IURP�WKH
&ODUN�:LOVRQ�,QWHJULW\��&:,��SROLF\��&/$5�����,�KDYH�DWWHPSWHG�WR�PRGHO
WKHLU�SROLF\�LQ�DV�VWUDLJKWIRUZDUG�D�PDQQHU�DV�SRVVLEOH��XVLQJ�WKHLU�FRQ�
FHSWV��WHUPLQRORJ\��DQG�SRLQW�RI�YLHZ�DV�OLWHUDOO\�DV�SRVVLEOH��,Q�DGGLWLRQ��,
KDYH�LQFOXGHG�WKH�DQFLOODU\�SROLF\�WKDW�DSSHDUV�WR�PH�QHFHVVDU\�WR�VXS�
SRUW� WKHLU� LQWHQWLRQV�� )RU� WKH� FRQYHQLHQFH� RI� WKH� UHDGHU�� D� VXPPDU\� RI
WKH�&ODUN�:LOVRQ�PRGHO
V�FHUWLILFDWLRQ�DQG�HQIRUFHPHQW�UXOHV� LV�JLYHQ� LQ
$SSHQGL[�%��%XW�WKH�UHDGHU� LV�HQFRXUDJHG�WR�UHDG�WKHLU�SDSHU� �&/$5���
IRU� DQ� XQGHUVWDQGLQJ� RI� WKHLU�PRWLYDWLRQ� DQG� D� JUHDWHU� DSSUHFLDWLRQ� RI
WKHLU�PRGHO�
7KH�&:,�SROLF\�SURYLGHV� IRU�ERWK� H[WHUQDO� DQG� LQWHUQDO� FRQVLVWHQF\�RI

GDWD��0HDVXUHV�IRU�H[WHUQDO�FRQVLVWHQF\��VXFK�DV�WKHLU�,QWHJULW\�9HULILFD�
WLRQ�3URFHGXUHV��,93V���HQVXUH�WKDW�WKH�GDWD�VWRUHG�LQ�WKH�FRPSXWHU�V\V�
WHP� FRUUHFWO\� PRGHOV� WKH� VWDWH� RI� WKH� UHDO�ZRUOG� V\VWHPV� LW� UHODWHV� WR�
0HDVXUHV� IRU� LQWHUQDO� FRQVLVWHQF\� HQVXUH� WKDW� PRGLILFDWLRQ� RI� GDWD� UH�
VXOWV� LQ� D� YDOLG� VWDWH�� $QG�� VRPH� &:,� UXOHV� GHDO� ZLWK� WKH� UHODWLRQVKLS
EHWZHHQ�WKH�LQWHUQDO�DQG�H[WHUQDO�FRQVLVWHQF\�RI�GDWD��7KH�LQWHJULW\�FRQ�
WURO�SROLF\�LQ�WKLV�PRGHO�IRFXVHV�RQ�WKH�UXOHV�IRU�LQWHUQDO�FRQVLVWHQF\�DQG
DOVR�VXSSRUWV�WKH�FDSDELOLW\�WR�HQVXUH�H[WHUQDO�FRQVLVWHQF\��6RPH�RI�WKH
&:,�UXOHV�WKDW�GHDO�ZLWK�H[WHUQDO�FRQVLVWHQF\�DUH��QDWXUDOO\��QRW�UHIOHFWHG
LQ�WKLV��LQWHUQDO��V\VWHP�PRGHO�

,QWHJULW\�FRQWURO�LQ�WKH�PRGHO�LV�EDVHG�RQ

� LQWHJULW\�FRQWUROOHG� SURJUDPV� FDOOHG� 7UDQVIRUPDWLRQ� 3URFHGXUHV
�73V��DQG�,QWHJULW\�9HULILFDWLRQ�3URFHGXUHV��,93V�

� LQWHJULW\�FRQWUROOHG�REMHFWV�FDOOHG�&RQVWUDLQHG�'DWD�,WHPV��&',V�
� XVHU� SHUPLVVLRQV� WR� DSSO\� FHUWDLQ� 73V� WR� VSHFLILHG�&',V� DQG� SHU�

PLVVLRQ�WR�DSSO\�DQ�,93�WR�D�&',�

8VHUV�DQG�REMHFWV�LQ�WKH�FRPSXWHU�V\VWHP�KDYH�WKH�IROORZLQJ�DWWULEXWHV
WR�VXSSRUW�LQWHJULW\�FRQWURO�

� 7KH�REMHFW�DWWULEXWH��SURJUDP�W\SH��PD\�KDYH�WKH�IROORZLQJ�YDOXHV�

73� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�73
,93� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�,93
73,&'� PHDQV� WKDW� WKH� REMHFW� LV� D� VSHFLDO� 73� WKDW

RSHUDWHV�RQ�&:,�LQWHJULW\�FRQWURO�GDWD
1,/��� PHDQV� WKDW� WKH� REMHFW� LV� QRW� DQ� LQWHJULW\�

FRQWUROOHG�REMHFW�

���������������������������������������������
14NIL has its obvious meaning -- nothing -- which, in this context amounts to saying that
the object is not any of the other types defined.  The attribute "program-type" could be
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7KH�XVH�RI�WKHVH�DWWULEXWH�YDOXHV�IRU�FRQWUROOLQJ�H[HFXWLRQ�RI�LQWHJ�
ULW\�UHODWHG�SURJUDPV�LV�GLVFXVVHG�ODWHU�

� 7KH�REMHFW�DWWULEXWH��GDWD�W\SH��PD\�KDYH�WKH�IROORZLQJ�YDOXHV

&',� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�&',
&',,&� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�&',�WKDW� LV

XVHG�IRU�LQWHJULW\�FRQWURO��

1,/� PHDQV� WKDW� WKH� GDWD� LV� QRW� LQWHJULW\�
FRQWUROOHG�� WKDW� LV�� LQ� WKH� WHUPLQRORJ\� RI
&ODUN� DQG� :LOVRQ� LW� LV� DQ� 8QFRQVWUDLQHG
'DWD�,WHP��8',��

� 7KH�XVHU�DWWULEXWH��LQWHJULW\�UROH��PD\�KDYH�WKH�IROORZLQJ�YDOXHV�

73�XVHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
H[HFXWH� 7UDQVIRUPDWLRQ� 3URFHGXUHV
�73V�

73�PDQDJHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
PDQDJH� �FUHDWH�� GHOHWH�� DQG�PRGLI\�
FHUWDLQ� LQWHJULW\� REMHFWV� VSHFLILHG
EHORZ

,93�XVHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
H[HFXWH� ,QWHJULW\� 9HULILFDWLRQ� 3URFH�
GXUHV��,93V�

,93�PDQDJHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
PDQDJH�,93V��DV�VSHFLILHG�EHORZ

1,/� PHDQV�WKDW�WKH�XVHU�KDV�QR�LQWHJULW\
UROH�

� 7KH�DXWKRUL]DWLRQV�RI�D�XVHU�ZLWK�DQ�LQWHJULW\�UROH�DUH�GHVFULEHG�LQ
7DEOH���

�������������������������������������������������������������������������������������������������������������
used for other policies as well, in which case other values might be defined for it.  In this
model, this attribute is used only for enforcing the integrity policy.
15An example is the User-Transformation Procedures Associations (UTPA) table of this
model, described subsequently.



��� ,QIRUPDWLRQ�6HFXULW\

7DEOH����&:,�3ROLF\�IRU�([HFXWH��&UHDWH��'HOHWH��DQG�0RGLI\

8VHU�LQ
�LQWHJULW\�UROH

PD\
H[HFXWH

PD\�FUHDWH�RU
GHOHWH

PD\
PRGLI\

73�XVHU 73V
73�PDQDJHU 73,&' 73V�

73,&'V�
&',,&V

&',,&

,93�XVHU ,93V
,93�PDQDJHU ,93V��&',V

&ODUN�DQG�:LOVRQ�UHTXLUH�WKDW�WKH�V\VWHP�´PDLQWDLQ�D�OLVW�RI�UHODWLRQV�RI
WKH� IRUP�� �8VHU,'��73L�� �&',D��&',E��&',F�� �������ZKLFK� UHODWHV� D�XVHU�� D
73��DQG�WKH�GDWD�REMHFWV� WKDW�73�PD\�UHIHUHQFH�RQ�EHKDOI�RI� WKDW�XVHU��
)XUWKHU�� WKH� V\VWHP� ����PXVW� HQVXUH� WKDW� RQO\� H[HFXWLRQV� GHVFULEHG� LQ
RQH� RI� WKH� UHODWLRQV� DUH� SHUIRUPHG��� 7KLV� PRGHO� XVHV� D� 8VHU�
7UDQVIRUPDWLRQ� 3URFHGXUHV� $VVRFLDWLRQV� �873$�� WDEOH� WR� FDSWXUH� WKH
&ODUN�:LOVRQ� WULSOHV��(DFK�HQWU\� LQ� WKH� WDEOH� LV� DQ�RUGHUHG� WULSOH� RI� WKH
IRUP

�XVHU�LGHQWLILHU��73��OLVW�RI�&',V�

1R�FRQVWUDLQW�LV�SXW�RQ�PRGHV�RU�RUGHU�RI�DFFHVV�VLQFH�&ODUN�DQG�:LO�
VRQ�GR�QRW�UHTXLUH�LW��DOWKRXJK�RQH�FDQ�FRQFHLYH�D�V\VWHP�LQ�ZKLFK�VXFK
FRQVWUDLQWV�ZRXOG�VHUYH�D�XVHIXO�SXUSRVH��6WLOO��RWKHU�SROLFLHV�LQ�WKH�V\V�
WHP�PD\�FRQVWUDLQ�WKH�73�ZLWK�UHVSHFW�WR�PRGH�RI�DFFHVV��)RU�H[DPSOH�
ZKHQ�D�73�DWWHPSWV�WR�RSHQ�D�&',�IRU�ZULWLQJ��WKH�73�PXVW�EH�DOORZHG�WR
ZULWH�WKH�&',�E\�WKH�0$&�SROLF\�RI�WKH�V\VWHP�
7KH�873$�VDWLVILHV�WKH�&:,�UHTXLUHPHQW�WR�PDLQWDLQ�D�OLVW�RI�UHODWLRQV�

2QH� FDQ� LPDJLQH� PDQ\� GHVLJQV� IRU� HQVXULQJ� WKDW� RQO\� H[HFXWLRQV� GH�
VFULEHG�LQ�WKH�873$�DUH�SHUIRUPHG��)RU�H[DPSOH��ZH�FRXOG�GHILQH�D�QHZ
V\VWHP� FDOO�� VD\� DSSO\�73�OLVWBRIB&',V��� �DSSO\�� ZRXOG� EH� OLNH� WKH� H[HF
V\VWHP�FDOO��EXW�KDYLQJ�WKH�DGGLWLRQDO�VHFRQG�DUJXPHQW��7KLV�DUJXPHQW
VKRZV�ZKLFK�&',V� WKH� UHTXHVWLQJ�SURFHVV�ZLVKHV� WKH�73� WR� RSHUDWH� RQ�
7KH�NHUQHO�ZRXOG�SDVV�WKH�DUJXPHQWV�RI�WKLV�V\VWHP�FDOO�WR�WKH�UXOH�VHW�
7KH�UXOH�VHW�ZRXOG�FKHFN�WKH�873$�WR�VHH�LI�WKH�OLVW�RI�&',V�ZDV�YDOLG�IRU
WKH�RZQHU�RI� WKH� UHTXHVWLQJ�SURFHVV��7KH�GLIILFXOW\� LV� WKDW� WKH� �HQIRUFH�
PHQW�� SURYLGHG� E\� WKLV� DSSURDFK� LV� ZHDN�� /DFNLQJ� DQ\� RWKHU� DFFHVV
FKHFNV��WKH�73�FRXOG�DFFHVV�VRPH�&',�IRU�ZKLFK�WKH�XVHU�LV�QRW�DXWKRU�
L]HG��2QH�PD\�DUJXH�WKDW�WKH�73�KDV�EHHQ�FHUWLILHG�WR�RSHUDWH�FRUUHFWO\�VR
WKDW�LW�VKRXOG�RQO\�FDUU\�RXW�FRUUHFW�SURFHGXUHV��7KLV�ZRXOG��SRVVLEO\��EH
DFFHSWDEOH�LI�DOO�FRUUHFW�DQG�DXWKRUL]HG�H[HFXWLRQV�ZHUH�EXLOW�LQWR�WKH�73
DQG�FHUWLILHG��&ODUN�DQG�:LOVRQ�VXJJHVW���KRZHYHU��WKDW��������DQ�LPSRUWDQW
UHVHDUFK�JRDO�PXVW�EH�WR�VKLIW�DV�PXFK�RI�WKH�VHFXULW\�EXUGHQ�DV�SRVVLEOH
IURP�FHUWLILFDWLRQ�WR�HQIRUFHPHQW��������VLQFH��������WKH�FHUWLILFDWLRQ�SURFHVV
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LV� FRPSOH[�� SURQH� WR� HUURU�� DQG� PXVW� EH� UHSHDWHG� DIWHU� HDFK� SURJUDP
FKDQJH���$OVR��XVLQJ��DSSO\��HIIHFWLYHO\�UXOHV�RXW�LQWHUDFWLRQ�EHWZHHQ�WKH
XVHU�DQG�WKH�73��,GHDOO\��WKH�XVHU�VKRXOG�EH�DEOH�WR�SURYLGH�LQSXW�DUJX�
PHQWV�VSHFLI\LQJ�ZKLFK�&',V�WR�RSHUDWH�RQ�
7KHUHIRUH��LQ�WKLV�PRGHO�RI�&:,��WKH�LQLWLDO�UHTXHVW�RI�WKH�SURFHVV�LV�RQO\

D� UHTXHVW� WR� RSHUDWH� WKH� 73�� ,Q� WKH� 81,;� HQYLURQPHQW� WKLV� LV� DQ� H[HF
V\VWHP�FDOO�LQ�ZKLFK�WKH�SURFHVV�QDPHV�WKH�REMHFW�WR�H[HFXWH��:KHQ�WKH
QDPHG�REMHFW�LV�D�73��LWV�SURJUDP�W\SH�DWWULEXWH�KDV�WKH�YDOXH�73��:KHQ
WKH�73�VXEVHTXHQWO\�PDNHV� UHTXHVWV� IRU�DFFHVV� WR�&',V�� WKRVH� UHTXHVWV
DUH�DGMXGLFDWHG�E\�WKH�UXOH�VHW�LQ�WKH�XVXDO�PDQQHU��,Q�DGGLWLRQ��WKH�UXOH
VHW�NHHSV�D�UHFRUG�RI�WKH�&',V�EHLQJ�DFFHVVHG��HQVXULQJ�DW�HDFK�UHTXHVW
WKDW�WKH�UHTXHVWHG�DFFHVV� LV�DOORZHG�E\�RQH�RI�WKH�WULSOHV�GHILQHG�LQ�WKH
873$�� 7KLV� LGHD� QHHGV� IXUWKHU� HODERUDWLRQ�� SURYLGHG� LQ� WKH� IROORZLQJ
SDUDJUDSKV�
:KHQ�D�SURFHVV�H[HFXWHV�D�73��RQH�RI�WKH�UXOHV�IRU�LQWHJULW\�FRQWURO�ZLOO

DGG�WKH�SURFHVV�LGHQWLILHU�RI�WKH�SURFHVV�WR�DOO�WULSOHV�LQ�WKH�873$�KDYLQJ
WKH�XVHU�LGHQWLILHU�RI�WKH�RZQHU�RI�WKH�SURFHVV�DQG�VSHFLI\LQJ�WKH�QDPHG
73��7KLV�PDUNV�DOO�FDQGLGDWH�H[HFXWLRQV�RI�WKH�QDPHG�73�E\�WKLV�SURFHVV�
1RWH�WKDW�WKH�VDPH�XVHU�PD\�DOUHDG\�KDYH�RWKHU�H[HFXWLRQV�RI�WKLV�73�LQ
SURJUHVV��:KHQ�WKH�73��QRZ�D�SURFHVV�KDYLQJ�WKH�SURFHVV�LGHQWLILHU�RI�WKH
SURFHVV� WKDW� H[HFXWHG� LW�� DWWHPSWV� WR� DFFHVV� DQ� REMHFW� WKDW� LV� D�&',���
RQH�RI�WKH�LQWHJULW\�FRQWURO�UXOHV�ZLOO�UHPRYH�WKH�SURFHVV�LGHQWLILHU�RI�WKH
SURFHVV�IURP�DOO�WULSOHV�LQ�WKH�873$�FXUUHQWO\�PDUNHG�ZLWK�WKLV�SURFHVV�
LGHQWLILHU�EXW�QRW�KDYLQJ� WKH�QDPHG�&',� OLVWHG�� 7KLV� UHGXFHV� WKH� VHW� RI
FDQGLGDWH�H[HFXWLRQV�RI�WKH�QDPHG�73�E\�WKLV�SURFHVV��,I�DIWHU�WDNLQJ�WKLV
DFWLRQ� WKHUH� DUH� QR� HQWULHV� LQ� WKH� 873$� PDUNHG� ZLWK� WKLV� SURFHVV�
LGHQWLILHU�� WKHQ� WKH�DWWHPSWHG�DFFHVV�E\� WKH�73�RQ�EHKDOI�RI� WKH�XVHU� LV
QRW�YDOLG�DQG�WKH�UHTXHVW�ZLOO�EH�GHQLHG��7KH�QH[W�VHTXHQFH�RI�WDEOHV� LO�
OXVWUDWHV�WKLV�PHWKRG�

6XSSRVH�XVHU�$�LV�DOORZHG�WR�DSSO\�73��LQ�DQ\�RI�WKH� IROORZLQJ
ZD\V�

� WR�&',V���DQG��
� WR�&',V���DQG����RU
� WR�&',V���DQG��

7KLV�LV�LOOXVWUDWHG�LQ�7DEOH����WKH�XVHU�WUDQVIRUPDWLRQ�SURFHGXUHV�DVVR�
FLDWLRQV��873$��WDEOH�
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7DEOH����8VHU�7UDQVIRUPDWLRQ�3URFHGXUHV�$VVRFLDWLRQV��873$�

XVHU 73 &',V SURFHVVHV

XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',��

� � � �
XVHU�= HWF� HWF�

6XSSRVH�D�SURFHVV�KDYLQJ�SURFHVV�LGHQWLILHU�3,'�UHTXHVWV�H[HFXWLRQ�RI
73��RQ�EHKDOI�RI�XVHU�$��$VVXPLQJ�WKH�UHTXHVWHG�DFWLRQ�LV�DXWKRUL]HG��WKH
873$�WDEOH�LV�PDUNHG�DV�IROORZV�

XVHU�$ 73� &',���&',�� 3,'
XVHU�$ 73� &',���&',�� 3,'
XVHU�$ 73� &',���&',�� 3,'

7KH�SURFHVV�LV�QRZ�NQRZQ�DV�D�73�W\SH�SURFHVV��,I�WKH�SURFHVV�UHTXHVWV
DFFHVV�WR�&',����WKH�WDEOH�LV�PRGLILHG��ZLWK�WKH�IROORZLQJ�UHVXOW�

XVHU�$ 73� &',���&',�� 3,'
XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',�� 3,'

,I�WKH�SURFHVV�QRZ�UHTXHVWV�DFFHVV�WR�&',����WKH�WDEOH�LV�PRGLILHG��ZLWK
WKH�IROORZLQJ�UHVXOW�

XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',�� 3,'

,I�WKH�SURFHVV�QRZ�UHTXHVWV�DFFHVV�WR�&',����WKH�UHTXHVW�LV�LQYDOLG�

7KLV�DSSURDFK�WR�HQIRUFLQJ�WKH�&ODUN�:LOVRQ�WULSOHV�KDV�WKH�DGYDQWDJH
WKDW�LW�GRHV�QRW�UHTXLUH�D�QHZ�V\VWHP�FDOO�RU�GDWD�VWUXFWXUH�LQ�WKH�81,;
HQYLURQPHQW�� 7KH� VFKHPH� MXVW� RXWOLQHG� GHVFULEHV� WKH� VLWXDWLRQ� ZKHQ� D
SURFHVV�H[HFXWHV�MXVW�D�VLQJOH�73��7KH�LQWHJULW\�SROLF\�PXVW�DOVR�FRYHU�WKH
FDVHV� ZKHUH� D� 73�W\SH� SURFHVV� DWWHPSWV� WR� H[HFXWH� DQRWKHU� ILOH� �81,;
H[HF��RU�DWWHPSWV�WR�FORQH�LWVHOI��81,;�IRUN��
,I�D�73�W\SH�SURFHVV�ZHUH�WR�IRUN�D�FKLOG��WKH�FKLOG�ZRXOG�EH�LGHQWLFDO�WR

WKH�SDUHQW�ZLWK�UHVSHFW�WR�H[HFXWDEOH�FRGH�DQG�RSHQ�ILOHV��H�J���WKH�&',V
EHLQJ�ZRUNHG�RQ���+RZHYHU��LW�PDNHV�QR�VHQVH�IRU�D�73�W\SH�FKLOG�WR�FRQ�
WLQXH� SURFHVVLQJ� ZLWK� WKH� H[HFXWDEOH� FRGH� RI� LWV� SDUHQW� VLQFH� WR� GR� VR
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ZRXOG� UHTXLUH� XQZDUUDQWHG� FRPSOH[� FRRUGLQDWLRQ� EHWZHHQ� SDUHQW� DQG
FKLOG�WR�SUHVHUYH�LQWHJULW\��,W�UHDOO\�RQO\�PDNHV�VHQVH�WR�FRQVLGHU�WKH�FDVH
WKDW�WKH�FKLOG�H[HFXWHV�QHZ�FRGH����WKDW�LV��D�QHZ�73��$OORZLQJ�D�73�W\SH
SURFHVV�WR�VSDZQ�DQRWKHU�73�W\SH�SURFHVV� LQ�WKLV�ZD\�DGGV�WR�WKH�FRP�
SOH[LW\�RI�WKH�FHUWLILFDWLRQ�RI�WKH�RULJLQDO�73�FRGH�EXW�DGGV�QR�IXQFWLRQDO
FDSDELOLW\�� $FFRUGLQJ� WR�&ODUN� DQG�:LOVRQ�� WKH� FHUWLILFDWLRQ� WDVN� VKRXOG
EH�NHSW�DV�VLPSOH�DV�SRVVLEOH�E\�KDYLQJ�WKH�V\VWHP�HQIRUFH�DV�PXFK�RI
WKH�LQWHJULW\�SROLF\�DV�SRVVLEOH��7KH�QHHGHG�IXQFWLRQDOLW\��HQIRUFHG�E\�WKH
V\VWHP�LQ�WKH�VFKHPH�DERYH��LV�DFKLHYHG�E\�DQ�RUGLQDU\�SURFHVV�FORQLQJ�D
SURFHVV�WKDW�FKDQJHV�LWVHOI�LQWR�D�73�W\SH�SURFHVV�E\�H[HFXWLQJ�D�73�W\SH
REMHFW��,Q�VKRUW��LW�LV�QHLWKHU�GHVLUDEOH�QRU�QHFHVVDU\�IRU�D�73�W\SH�SURF�
HVV�WR�FORQH�LWVHOI�
7KXV�� WR� FDUU\�RXW� WKH� LQWHQW� RI� WKH�&ODUN�:LOVRQ� LQWHJULW\� SROLF\� DV� ,

XQGHUVWDQG�LW��ZLWKRXW�VLJQLILFDQWO\�PRGLI\LQJ�WKH�6\VWHP�9�V\VWHP�FDOOV�
WKH�DELOLW\�RI�D�SURFHVV�WR�H[HFXWH��H[HF�V\VWHP�FDOO��DQG�FORQH��IRUN�V\V�
WHP�FDOO��PXVW�EH�FRQVWUDLQHG�LQ�WKH�IROORZLQJ�ZD\V�

� :KHQ�DQ�RUGLQDU\���SURFHVV�H[HFXWHV�DQ�REMHFW�RI�W\SH�73��,93��RU
73,&'�� WKH� SURFHVV� H[HFXWLQJ� WKH� REMHFW� EHFRPHV� WKH� W\SH� RI� WKH
REMHFW��7KDW�LV��LWV�SURFHVV�W\SH�DWWULEXWH�WDNHV�RQ�WKH�YDOXH�RI�WKH
SURJUDP�W\SH� DWWULEXWH� RI� WKH� REMHFW�� :KHQ� DQ� RUGLQDU\� SURFHVV
H[HFXWHV�D�73�W\SH�REMHFW��WKH�873$�WDEOH�LV�XSGDWHG�DV�GHVFULEHG
DERYH��$�73���,93���RU�73,&'�W\SH�SURFHVV�LV�DOORZHG�WR�H[HFXWH�RQO\
DQ�REMHFW�RI� LWV�RZQ�W\SH��:KHQ�D�73�W\SH�SURFHVV�H[HFXWHV�D�73�
W\SH�REMHFW��QR�FKDQJHV�DUH�PDGH�WR�WKH�873$��$OORZLQJ�WKH�RULJL�
QDO�73�WR�H[HFXWH�D�73�W\SH�REMHFW�LV�D�FRQYHQLHQFH�UHODWHG�WR�KRZ�D
73�LV�RUJDQL]HG�LQWR�XQLWV�RI�H[HFXWDEOH�FRGH�

� $�73��� ,93��� RU� 73,&'�W\SH� SURFHVV� LV� QRW� DOORZHG� WR� FORQH� �81,;
IRUN��

7KH�IROORZLQJ�DGGLWLRQDO�FRQVWUDLQWV���DUH�QHHGHG�WR�VXSSRUW�WKH�LQWHQW
RI�WKH�&:,�SROLF\�LQ�WKH�81,;�6\VWHP�9�0/6�HQYLURQPHQW�

� &KDQJLQJ�RZQHUVKLS�RI�73V��,93V��73,&'V��DQG�&',V�LV�QRW�DOORZHG
E\�&:,�SROLF\�

� $OLDVLQJ� �YLD� WKH� OLQN� V\VWHP� FDOO� LQ� 81,;�� RI� ILOH� QDPHV� LV� QRW� D
JRRG�SUDFWLFH�XQGHU�WKH�&:,�3ROLF\��%\�DOLDVLQJ��DQ�RUGLQDU\�XVHU
FRXOG� GHIHDW� WKH� DWWHPSW� RI� DQ� DXWKRUL]HG� XVHU� �WKDW� LV�� 73�

���������������������������������������������
16In this context, an ordinary process is one whose process-type equals NULL.
17Obviously, a certain amount of interpretation is involved here; the constraints I have
specified seem reasonable to me but I recognize that other interpretations of the intent of
Clark-Wilson integrity are possible.
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18The UNIX unlink operation actually deletes a file only when all links to it have been
deleted.
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provides useful information for analysis of a rule set, but in a system 
implementation might serve to detect improper configurations of the 
system. 

 
In addition, a rule may specify an effect that should occur if the request 

of the process will ultimately be acted on by the state machine model.  
Since all effects are changes to attribute values, an effect is specified in 
the form 

 
set-attribute(attribute name, attribute value) 
 

For example, when a file is to be created, the MAC rule specifies an effect 
that sets the sensitivity label of the file to the value of the sensitivity label 
of the process creating the file. 

To define the Access-Rules function, we need the binary operator (+) 
(pronounced "and-plus") defined in Table 8. 

 
Table 8.  Definition of the Binary Operator (+). 

 
A B A (+) B 

YES YES YES 
YES NO NO 
YES DC YES 
YES UNDEFINED UNDEFINED 
NO YES NO 
NO NO NO 
NO DC NO 
NO UNDEFINED UNDEFINED 
DC YES YES 
DC NO NO 
DC DC DC 
DC UNDEFINED UNDEFINED 

UNDEFINED YES UNDEFINED 
UNDEFINED NO UNDEFINED 
UNDEFINED DC UNDEFINED 
UNDEFINED UNDEFINED UNDEFINED 

 
 
The Access-Rules function is defined as 
 

Access-Rules(request(input argument), process/object(input argument), 
..., process/object(input argument))): 

function-value = MAC (+) CWI (+) FC (+) SIM; 
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IF 
 function-value is UNDEFINED; 

THEN 
 system-error; 

ELSE 
 return (function-value); 
 

Each of the rules will be expressed in the following general form: 
 
POLICY <- POLICY Rule 
 
POLICY Rule: 
SELECT CASE request 

CASE request, request, ... , request 
statement-block 

CASE request, request, ... , request 
statement-block 

* 
* 
* 

CASE request, request, ... , request 
statement-block 

END SELECT 
 
The notation "POLICY <- POLICY Rule" means that the variable POLICY 

should be set to the value of the expression in parentheses.  For each 
POLICY (MAC, CWI, FC, and SIM), representative CASEs are given to il-
lustrate the modeling approach.  These representative CASEs come from 
a complete rule set, not reproduced here since, again, we are not trying 
to build a trusted computer system.  However, to ensure that the CASEs 
given make sense, they were extracted from a complete rule set. 

 
The MAC rules. The following logical operator is needed: 
 

•  dominates(level1, level2) has the value TRUE if level1 domi-
nates level2, FALSE otherwise. 

 
MAC <— (MAC Rule 1) 
 
MAC Rule 1: 
 
SELECT CASE request 
 

CASE alias 
return(DC); 
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CASE alter 
SELECT CASE object-type[object] 

CASE ipc 
IF 

security-level[process] equals security-level[object]; 
THEN 

return(YES); 
ELSE 

return(NO); 
CASE ELSE 
return(UNDEFINED); 

 
CASE clone 
return(set-attribute(security-level[process2], security-level[process1]); 

YES); 
 
CASE create 
return(set-attribute(security-level[object], security-level[process]); YES); 
 
CASE execute 

SELECT CASE object-type[object] 
CASE file 

IF 
security-level[process] dominates security-level[object]; 

THEN 
return(YES); 

ELSE 
return(NO); 

CASE ELSE 
return(UNDEFINED); 

 
CASE modify-attribute (*arguments are process, qualifier, attribute, 

value*) 
SELECT CASE qualifier[input argument] 

CASE user 
IF 

security-level[process] equals access-approvals[user pointed to 
by qualifier]; 

THEN 
SELECT CASE attribute[input argument] 

CASE access-approvals 
IF 

system-role[user pointed to by owner[process]] equals 
security officer; 

THEN 
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return(YES); 
ELSE 

return(NO); 
CASE ELSE 

return(YES); 
ELSE 

return(NO); 
CASE process 

SELECT CASE attribute[input argument] 
CASE security-level 

return(NO); 
CASE ELSE 

IF 
security-level[process] equals security-level[process pointed 

to by qualifier]; 
THEN 

return(YES); 
ELSE 

return(NO); 
CASE object 

IF 
security-level[process] equals security-level[object pointed to by 

qualifier]; 
THEN 

SELECT CASE attribute[input argument] 
CASE access-approvals 

IF 
system-role[user pointed to by owner[process]] equals 

security officer; 
THEN 

return(YES); 
ELSE 

return(NO); 
CASE ELSE 

return(YES); 
ELSE 

return(NO); 
CASE ELSE 

return(UNDEFINED); 
 
CASE read 

SELECT CASE object-type[object] 
CASE directory 

IF 
security-level[process] dominates security-level[object]; 
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THEN 
return(YES); 

ELSE 
return(NO); 

CASE file, ipc 
return(DC); 

CASE ELSE 
return(UNDEFINED); 

 
CASE read-open 

SELECT CASE object-type[object] 
CASE file 

IF 
security-level[process] dominates security-level[object]; 

THEN 
return(YES); 

ELSE 
return(NO); 

CASE ELSE 
return (UNDEFINED); 

 
CASE read&write-open 

SELECT CASE object-type[object] 
CASE file, ipc 

IF 
security-level[process] equals security-level[object]; 

THEN 
return(YES); 

ELSE 
return(NO); 

CASE ELSE 
return(UNDEFINED); 

 
CASE write-open 

SELECT CASE object-type[object] 
CASE file 

IF 
(security-level[object] equals security-level[process]); 

THEN 
return(YES); 

ELSE 
return(NO); 

CASE ELSE 
return(UNDEFINED); 
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CASE change-owner, change-role, delete, delete-data, get-permissions-
data, get-status-data, modify-access-data, modify-permissions-
data, read-attribute, search, send-signal, terminate, trace, write 
<omitted: note that these cases would be grouped into several 

cases or possibly even treated as separate cases if speci-
fied in this model> 

CASE ELSE 
return(UNDEFINED); 

END SELECT 
 
 
The CWI rules. The rules for the Clark-Wilson integrity policy need the 

following functions. 
 

•  The function Allowed-Access has the value TRUE or FALSE.  It per-
forms the search and modify of the UTPA as described earlier under 
integrity policy, returning TRUE if at least one triple remains in the 
UTPA as a candidate execution of the TP, FALSE otherwise. 

•  The function Allowed-Execute has the value TRUE or FALSE.  It 
performs a search of the UTPA as described earlier under integrity 
policy, returning TRUE if there is some triple in the UTPA contain-
ing the ordered pair given as arguments to Allowed-Execute, FALSE 
otherwise. 

•  The function Mark-Candidates-in-UTPA places the process-
identifier in each four-tuple of the UTPA containing the ordered pair 
(user-identifier, object-identifier) given as its first two arguments. 

 
 
 
CWI <— (CWI Rule 1) 
 
CWI Rule 1: 
 
SELECT CASE request 
 

CASE alias, get-status-data, modify-access-data 
IF 

data-type[object] is not CDI AND data-type[object] is not CDIIC 
AND program-type[object] is not TP AND program-type[object] is 
not IVP AND program-type[object] is not TPICD 

THEN 
return(DC); 

ELSE 
IF 
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((data-type[object] is CDI OR program-type[object] is TP OR pro-
gram-type[object] is TPICD) AND integrity-role[user identified by 
owner[process]] is TP-manager) 
OR 
((program-type[object] is IVP OR data-type[object] is CDIIC) AND 
integrity-role[user identified by owner[process]] is IVP-manager) 

THEN 
return(YES); 

ELSE 
return(NO); 

 
CASE alter, get-permissions-data, modify-permissions-data, read, 

write, search, send-signal, terminate 
return(DC); 

 
CASE create, delete 

IF 
data-type[object] is not CDI AND data-type[object] is not CDIIC 
AND program-type[object] is not TP AND program-type[object] is 
not IVP AND program-type[object] is not TPICD 

THEN 
return(DC); 

ELSE 
IF 

((data-type[object] is CDIIC OR program-type[object] is TP OR 
program-type[object] is TPICD) AND integrity-role[user identified 
by owner[process]] is TP-manager) 
OR 
((program-type[object] is IVP OR data-type[object] is CDI) AND 
integrity-role[user identified by owner[process]] is IVP-manager) 

THEN 
return(YES); 

ELSE 
return(NO); 

 
CASE execute 

SELECT CASE process-type[process] 
CASE NIL 

SELECT CASE program-type[object] 
CASE TP 

IF 
integrity-role[user identified by owner[process]] is TP-user 
AND 
Allowed-Execute 



Rule-Set Modeling of a Trusted Computer System  227 

 
(user-identifier[user identified by 
owner[process]], 
object-identifier[object]); 

THEN 
Mark-Candidates-in-UTPA 

(user-identifier[user identified by 
owner[process]], 
object-identifier[object], 
process-identifier[process]); 

return(set-attribute(process-type[process], program-
type[object]); 

YES); 
ELSE 

return(NO); 
 
CASE IVP 

IF 
integrity-role[user identified by owner[process]] is IVP-user 

THEN 
return(set-attribute(process-type[process],program-
type[object]); 

YES); 
ELSE 

return(NO); 
 

CASE TPICD 
IF 

integrity-role[user identified by owner[process]] is TP-manager 
THEN 

return(set-attribute(process-type[process],program-
type[object]); 

YES); 
ELSE 

return(NO); 
 
CASE ELSE 

return(DC); 
 
CASE ELSE 

IF 
process-type[process] is not TP AND program-type[object] is 
not TP AND 
process-type[process] is not IVP AND program-type[object] is 
not IVP AND  
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process-type[process] is not TPICD AND program-type[object] is not 
TPICD; 

THEN 
return(DC); 

ELSE 
IF 

process-type[process] is TP AND program-type[object] is TP 
OR 
process-type[process] is IVP AND program-type[object] is IVP 
OR 
process-type[process] is TPICD AND program-type[object] is TPICD 

THEN  
return(YES); 

ELSE 
return(NO); 

 
CASE read-open, write-open 

SELECT CASE data-type[object] 
CASE CDI 

SELECT CASE object-type[object] 
CASE file 

IF 
process-type[process] is TP AND 
Allowed-Access(process-identifier[process], object-
identifier[object]) 
OR 
process-type[process] is IVP 

THEN  
return(YES); 

ELSE 
return(NO); 

CASE ELSE 
return(UNDEFINED); 

CASE CDIIC 
SELECT CASE object-type[object] 

CASE file 
IF 

process-type[process] is TPICD 
THEN 

return(YES); 
ELSE 

return(NO); 
CASE ELSE 

return(UNDEFINED); 
CASE ELSE 
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return(DC); 
CASE change-owner, change-role, clone, delete-data, modify-attribute, read-

attribute, read&write-open, trace 
<omitted: note that these cases would be grouped into several cases 

or possibly even treated as separate cases if specified in this 
model> 

CASE ELSE 
return(UNDEFINED); 

 
END SELECT 
 
 
The FC rules 
 
FC <— (FC Rule 1) 
 
FC Rule 1: 
 
SELECT CASE request 

CASE alias, alter, change-owner, create, delete, delete-data, execute, get-
permissions-data, get-status-data, modify-access-data, modify-
permissions-data, read, read&write-open, read-open, search, write, 
write-open 

IF 
(system-role[user pointed to by owner[process]] is user AND 
object-category[object] is general) 
OR 
(system-role[user pointed to by owner[process]] is administrator AND ob-
ject-category[object] is system or general) 
OR 
(system-role[user pointed to by owner[process]] is security officer AND ob-
ject-category[object] is  security or general) 
OR 
(system-role[user pointed to by owner[process]] is daemon AND 
object-category[object] is system or general); 

THEN 
return(YES); 

ELSE 
return(NO); 
 

CASE clone, read-attribute, send-signal, terminate, trace 
return(YES); 

 
CASE change-role 
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<omitted> 
 
CASE modify-attribute 

<omitted> 
 
CASE ELSE 

return(UNDEFINED); 
 
END SELECT 
 
 
 
 
 
The SIM rules 
 
SIM <— (SIM Rule 1) 
 
SIM Rule 1: 
 
SELECT CASE request 
 
CASE alias, alter, change-owner, create, delete, delete-data, mod-

ify-access-data, modify-permissions-data, write, write-open, 
read&write-open 

SELECT CASE system-data-type[object]: 
CASE system-data-type[object] is si: 

IF: 
system-role[user pointed to by owner[process]] is security officer; 

THEN: 
return(YES); 

ELSE: 
return(NO); 

CASE ELSE: 
return(DC); 
 

CASE change-role 
<omitted> 
 

CASE modify-attribute 
<omitted> 
 

CASE clone, execute, get-permissions-data, get-status-data, read, read-
attribute, read-open, search, send-signal, terminate, trace 

return(DC); 
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CASE ELSE 

return(UNDEFINED); 
 

END SELECT 
 
 

 
Additional remarks. The modeler interested in developing a complete rule set 

for the policies described in this essay should have little difficulty completing 
the rules just given.  The next step in developing a useful model will be to ana-
lyze the rule set and convince oneself and others that it correctly and ade-
quately reflects the desired policies.  For these purposes automated tools 
would help.  Translating the language of the rules into specification, program-
ming, or logic languages should be straightforward. 

 

Conclusion 
We can compare the rule-set model described in this essay to other formal 

models for secure computer systems, including the traditional Bell-LaPadula 
model (BLM) [BELL76].  Table 9, based on a taxonomy suggested by Williams 
[WILL90], shows several stages in the development of security requirements for 
a trusted system.  Each succeeding stage has more detailed elaboration of a 
trust policy. 
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Table 9.  Stages in Development of Security Requirements 
 

Stage of Elaboration Examples 

1. Trust Objective • TCSEC mandatory security objective 
[NCSC85] 

• Clark-Wilson integrity objectives [CLAR87] 
2. External Model • Noninterference [GOGU82] 

• SMMSM: User’s view of SMMS operation and 
the security assumptions19 [LAND84] 

3. Internal Model • BLM *-property20 [BELL76] 
• SMMSM: Security assertions21 [LAND84] 
• CWI: Certification and enforcement rules22 

[CLAR87] 
• CMWM: Maccessible expression23  [MILL90] 

4. Rules of Operation • BLM: Open-file access checks [BELL76] 
• CMWM: Read-file label float [MILL90] 

5. Functional Designs • Functional specification of UNIX open system 
call [BACH86] 

                                              
19The security assumptions part of the SMMSM reflect security constraints on the behavior of users. 
20The BLM *-property specifies part of the mandatory access control policy of the model.  It is defined 

as follows:  The *-property places restrictions on current access triples (subject, object, attribute) 
based on the value of current-level(subject): 
 if attribute is read, current-level(subject) dominates level(object); 
 if append, current-level(subject) is dominated by level(object); 
 if write, current-level(subject) equals level(object); 
 if execute, current-level(subject) and level(object) have no required relation. 

21The SMMSM has 10 security assertions.  The classification hierarchy security assertion is: The 
classification of any container is always at least as high as the maximum of the classifications of the 
entities it contains. 

22The CWI model has five certification rules and four enforcement rules.  Enforcement rule 3 is: The 
system must authenticate the identity of each user attempting to execute a TP. 

23The referenced expression specifies the mandatory access control policy for the Compartmented 
Mode Workstation.  It is defined as follows:  Maccessible(s: Subject, o: Object, m: Mode): Boolean 
= m = "read" and "mac_override_read" ∈  Privs(s) or m = "write" and "mac_override_write" ∈  
Privs(s) or m = "read" and Sens_label(s) >= Sens_label(o) or m = "write" and Sens_label(o) >= 
Sens_label(s) and Max_level(Owner(s)) >= Sens_label(o). 
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•  Trust objective.  A trust objective specifies what to achieve by proper 
design and use of the computing system.  It characterizes the desired 
conditions that the system should maintain for information.  A nondis-
closure objective, for example, states that there should be no unauthor-
ized viewing of classified data.  An integrity objective might state that 
there should be no unauthorized modification of sensitive data. 

•  External model.  An external model describes the trust objectives for the 
system in a formal, abstract manner, in terms of real-world entities 
such as people, their roles, types and groupings of information, and op-
erations on information.  It may, for example, describe authorizations 
for people to access information of various kinds.  (It should be under-
stood that the authorizations are for the people who are potential users 
of the target system and that the information will become data man-
aged by the target system.) 

•  Internal model.  An internal model describes, in a formal, abstract 
manner, how the goals of the external model are met within the system.  
It may do this by specifying constraints on the relationships among 
system components and among controlled entities in the system. 

•  Rules of operation.  Rules of operation explain how the system enforces 
the internal requirements developed in the internal model.  They may 
do this by specifying access checks and related actions that guarantee 
satisfying the internal requirements. 

•  Functional designs.  Like the rules of operation, functional designs 
specify behavior of system components and controlled entities, but they 
provide a complete functional description.  A functional design may, for 
example, be a formal specification of the system calls or commands 
that will be available in the computer system. 

 
The traditional Bell-LaPadula Model (BLM) [BELL76] addresses the third and 

fourth stages of elaboration.  The simple security property and the *-property 
are two axioms of the model that express the mandatory access control policy 
as constraints on a trusted computer system's operation.  The BLM defines 
these properties as internal requirements at the third stage of elaboration.  Its 
rules of operation elaborate the behavior of the system at the more detailed 
level 4.  The proof of security in the BLM consists in showing that the rules of 
operation developed in stage 4 are a correct elaboration of the internal re-
quirements developed in stage 3.  The modeling approach makes no provision 
for demonstrating that the stage 3 requirements are a correct interpretation of 
a stage 2 model.  This fact has been recognized in the past, notably by McLean 
[MCLE85].  Also, the BLM is quite general even though some aspects are ori-
ented toward the Multics system.  This means it can have wide applicability to 
numerous different systems, but it also means that it provides no entree to the  
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development of detailed functional specifications, such as a descriptive top-
level specification as called for by the TCSEC24 [NCSC85]. 

The more recent CMWM [MILL90], which essentially addresses the same 
stages as the BLM, is more heavily oriented toward a particular class of sys-
tem, in this case UNIX.  Thus, the developer finds more guidance in the 
CMWM for the development of functional specifications.  But, as with the BLM, 
the modeling approach used does not take into account the desirability of be-
ing able to show correspondence with some external model. 

The Clark-Wilson informal model [CLAR87] directly addresses external con-
sistency issues.  Although it does not explicitly articulate an external model, it 
describes an internal model (third stage) that appears capable of supporting a 
class of external models.  The class is exemplified by an accounting enterprise 
in the Clark and Wilson paper [CLAR87]. 

The Secure Military Message System model (SMMSM) explicitly gives both an 
external model and an internal model.  The external model is informal but is 
clearly reflected in the formal internal model.  In the original formulation of the 
model, the Security Assertions were developed as an external model of the 
computer system, in that they define the properties that the computer hard-
ware and software must ensure at the user (external) interface.  In the terms 
defined here, however, the Security Assertions can be viewed as an internal 
model.  This internal model, in contrast to the BLM and CMWM, defines a set 
of secure transforms rather than a set of secure rules of operation.  The 
SMMSM’s approach enhances the model’s ability to avoid choosing implemen-
tation strategies, an avowed goal of the model’s developers [LAND84]. 

The approach to modeling described in this essay particularly addresses lev-
els 3, 4 and 5.  In addition, the use of a rule set provides a foundation for 
showing consistency of the model with some external model.  Because the rule 
set is separate from the rules of operation, the task of proving assertions about 
the trust policies modeled should be easier than in the traditional approach.  
The separate rule set constitutes a specification of policy in a formal language.  
Thus, it can be analyzed with automated tools.  The model described in this 
essay, although clearly similar to both the BLM and CMWM, has these signifi-
cant differences: 

 
 
 
 

                                              
24The TCSEC B2 design specification and verification criterion is: "A descriptive top-level 

specification (DTLS) of the TCB shall be maintained that completely and accurately describes 
the TCB in terms of exceptions, error messages, and effects.  It shall be shown to be an accu-
rate description of the TCB interface."  At the B3 level this criterion is expanded, requiring 
that a convincing argument be made that the DTLS is consistent with the model.  At the high-
est evaluation level, A1, a formal top-level specification (FTLS) also is required. 
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•  The model draws heavily on the functional design of a UNIX System V 
system for the specification of its rules of operation.  A one-to-one cor-
respondence exists between UNIX system calls and rules of operation. 

•  The rules of operation include far more functional design than the BLM 
and CMWM, but they do not include the access checks and other ac-
tions that guarantee satisfaction of the internal requirements.  Instead, 
the rules of operation appeal to the rule set that implements the inter-
nal requirements.   The specification of the rules of operation shows the 
appropriate times in the behavior of the system for the rule set to be 
invoked.  

•  Internal requirements, the stage 3 elaboration, are implemented by a 
model in its own right, which we call the rule set model.  The rule set 
model consists of a set of rules that express the security policies of the 
trusted computer system.  The rules of this model play a role similar to 
that of the BLM *-property, but they are far more extensive and express 
policies in addition to mandatory access control. 

 
Our approach includes far more detail than is usual in a formal security pol-

icy model.  While recognizing that less detail has advantages like simplicity, 
easy comprehensibility, and manageability by existing automated tools, I be-
lieve we need detailed system models and that our collective knowledge base of 
ideas and techniques supports them.  Moreover, a trusted computer system 
model must communicate its meaning easily to a wide audience, not just to 
mathematicians.  For this reason, the formal language of the rule set takes the 
form of pseudo-code. 

Model building is a process of abstraction.  Modelers suppress some details 
to focus on the issues they consider important.   But what may seem unimpor-
tant to the model builder may be of great import during later definition of re-
quirements, when more detail must be considered.  Thus, model builders may 
err in their selection of the level of abstraction.  They may abstract away im-
portant details.  Having recognized this situation, the modeler should increase 
the level of detail sufficiently to include the details needing to be modeled.  In 
traditional models, the access rules are built on the notion of access by an ab-
stract subject to an abstract, undifferentiated object.  The resulting models are 
then so abstract that they treat the opening of a file and the opening of an in-
ter-process communication resource as the same thing.  This is a convenience 
for the modeler, but may prove a burden for all who follow in the development, 
implementation, and evaluation of a trusted computer system.  At these later 
stages of elaboration of requirements there may be important policy differences 
between opening a file and opening a message queue. 

The model builder of 20 years ago could not draw on experience with the 
technology of trusted computer systems to permit modeling at the level of con-
creteness I am advocating.  There were many hard and important problems to 
solve at high levels of abstraction, where few details of any real system could 
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be considered.  Not all those problems have a solution today, but trust tech-
nology has matured enough to support modeling at a level of detail that can 
guide the detailed design of a trusted computer system.  The detailed formal 
model of this essay is a step toward the goal of bringing formal methods closer 
to the final stages of implementation -- complete functional design and coding. 

 

Appendix A: Model Language and Constructs 
 
Language for Expressing Rules. The method for expressing the model's 

rules departs from the traditional use of mathematical notation.  A mixture of 
programming language statements and limited mathematical notation creates 
a specification language that is intuitively understandable to a broad audience. 

Both rules of operation and rules of the rule set are defined in a language 
that looks like a programming language.  Two basic language constructs are 
used to organize statements and show their interrelationships: SELECT CASE 
and IF THEN ELSE. 

The SELECT CASE statement has the following syntax: 
 
SELECT CASE attribute 

CASE attribute-value1 
statement-block-1 

CASE attribute-value2 
statement-block-2 
 

. 

. 

. 
 
CASE ELSE 

statement-block-n 
END SELECT 
 
A statement-block is one or more statements.  Individual statements are 

terminated by a semicolon.  The value of the SELECT CASE statement is the 
value of the statement-block following the CASE identified by the current value 
of the selected attribute.  For example, the next SELECT CASE has the value 
of statement-block-2 when the "amount" is $200: 

 
SELECT CASE amount 

CASE $100 
statement-block-1 

CASE $200 
statement-block-2 
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CASE ELSE 
statement-block-n 

END SELECT 
 
If the current value of the selected attribute is not identified by one of the 

CASEs given, then the value of the SELECT CASE statement is the value of 
the CASE ELSE statement-block. 

A final word on the SELECT CASE statement.  The END SELECT part of the 
statement will be omitted when no ambiguity results -- the use of indentation 
will make clear the scope of a SELECT CASE. 

The IF THEN ELSE statement has the following syntax: 
 
IF 

Boolean-expression 
THEN 

statement-block 
ELSE 

statement-block 
 
The IF THEN ELSE statement has its usual meaning.  A Boolean expression 

is an expression consisting of attributes and relational or logical operations 
and having a value of TRUE or FALSE. 

A FOR-EACH statement is also useful.  Its syntax is 
 
FOR-EACH process: 
statement-block 
END-FOR-EACH 
 
Because attributes may apply to more than one kind of entity, the language 

clarifies an ambiguous reference to an attribute by qualifying each attribute 
with the name of the entity the attribute belongs to.  For example, the attrib-
ute "security-level" applies to processes and several kinds of objects.   "secu-
rity-level(process)" refers to the security level of the process. 

Rules of operation use the form "[* . . . *]" to identify a system operation.  For 
example, the Open rule uses the statement [* truncate the file *] to stand for 
the UNIX operation that deletes the data in a file.  Rules may use the form "(* . 
. . *)" to enclose a comment, such as (* the directory search was valid and the 
file exists *) appearing in the Open rule. 

Boolean expressions and all statements except the SELECT CASE and the IF 
THEN ELSE end with a semicolon.  Boolean expressions use the usual ine-
quality operators "<" and ">" and use "==" for expressing equality.  Logical op-
erators such as AND and OR are used in obvious ways. 
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Rules use the specifications "set-attribute" and "set-attributes" to manage 
the values of attributes.  The rules of the rule set model use "set-attribute" to 
designate the value that an attribute should have if the current request is 
granted.  The syntax for this use is 

 
set-attribute(attribute_name, attribute_value) 
 
The rules of the state-machine model use "set-attributes" to indicate that 

they are carrying out the set-attribute specifications given by the rules of the 
rule-set model.  Suppose, for example, the state-machine model invokes the 
rule-set model with a create-file request.  Suppose that the rules of the rule-set 
model approve the request and give two set-attribute specifications: 

 
set-attribute(security-level(file), SECRET) 
set-attribute(object-category(file), general) 
 
Then, the portion of the create rule that carries out the create request will 

include a set-attribute statement.  The meaning of the statement is that the 
security-level of the file is set to the value SECRET and the object-category of 
the file is set to the value general. 

 

Constructs of the state-machine model 
 
Types. A type is a class that is defined by the common attributes possessed 

by all its members.  The name of each type suggests a useful interpretation for 
the class.  The model uses the following types: 

 
request: {alias, alter, change-owner, change-role, clone, create, 

delete, delete-data, execute, get-permissions-data, 
get-status-data, modify-access-data, modify-attribute, 
modify-permissions-data, read, read-attribute, 
read&write-open, read-open, search, send-signal, 
terminate, trace, write, write-open} 

process 
file 
directory 
ipc 
scd 
signal 
object: [a file, directory, ipc, or scd] 
phase: {"active", "unused", "inaccessible"} 
flag: {ON, OFF} 
mode: {"read", "write", "read&write"} 

 



Rule-Set Modeling of a Trusted Computer System  239 

 
 
Variables. A variable is an alterable entity.  The variables of the state-

machine model define the system states.  We can think of variables as func-
tions whose domains are types.  Just as naturally, we can regard them as re-
cords of information containing one or more items of data.  The model uses the 
following variables: 

 
current_process: process 
new_process: process 
file_name: file 
directory_name: directory 
truncate_option: flag 
create_option: flag 
STATUS(object): phase 
OPEN(process, object): set(mode) 
 

Constants 
 

TRUE 
FALSE 
ON 
OFF 
 

Expressions 
 

Access-Rules(request, process/object, process/object):  
Extended-Boolean 

 
Effects. An effect is an action of the state machine.  The model uses the fol-

lowing effects: 
 

normal-exit 
error-exit 
set-attributes 
save 
restore 

Appendix B: Summary of the Clark-Wilson integrity model 
Certification Rule 1:  All IVPs must properly ensure that all CDIs are in a valid 
state at the time the IVP is run. 
 
Certification Rule 2:  All TPs must be certified to be valid.  That is, they must 
take a CDI to a valid final state, given that it is in a valid state to begin with.  
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For each TP, and each set of CDIs that it may manipulate, the security officer 
must specify a "relation," which defines that execution.  A relation is thus of 
the form:  (TPi, (CDIa, CDIb, CDIc, ...)), where the list of CDIs defines a par-
ticular set of arguments for which the TP has been certified. 

 
Enforcement Rule 1:  The system must maintain the list of relations specified 
in Certification Rule 2, and must ensure that the only manipulation of any CDI 
is by a TP, where the TP is operating on the CDI as specified in some relation. 
 
Enforcement Rule 2:  The system must maintain a list of relations of the form:  
(UserID, TPi, (CDIa, CDIb, CDIc, ...)), which relates a user, a TP, and the data 
objects that TP may reference on behalf of that user.  It must ensure that only 
executions described in one of the relations are performed. 
 
Certification Rule 3:  The list of relations in Enforcement Rule 2 must be certi-
fied to meet the separation of duty requirement. 
 
Enforcement Rule 3:  The system must authenticate the identity of each user 
attempting to execute a TP. 
 
Certification Rule 4:  All TPs must be certified to write to an append-only CDI 
(the log) all information necessary to permit the nature of the operation to be 
reconstructed. 

 
Certification Rule 5:  Any TP that takes a UDI as an input value must be certi-
fied to perform only valid transformations, or else no transformations, for any 
possible value of the UDI.   The transformation should take the input from a 
UDI to a CDI, or the UDI is rejected.  Typically, this is an edit program.  [Note 
to the reader: My model of Clark-Wilson integrity allows a TP to access any 
UDI in the normal manner for access to an object by a process in this system, 
subject to the constraints of the other (than integrity) policies implemented by 
the ADF.  It is up to the certification process to ensure that the TP accesses 
only those UDIs it should access for a particular execution.  But this is not in 
keeping with the spirit of moving as much as possible from certification to en-
forcement, as suggested by Clark and Wilson.  One possibility for changing 
this approach is to add the names of the allowed UDIs for a particular TP to 
the triples or, perhaps better, to the TP-CDIs relation, which would have to be 
added to the model since it is currently not included.  Doing so would mean 
that the TP-CDI relation is no longer redundant with the triples.] 

 
Enforcement Rule 4:  Only the agent permitted to certify entities may change 
the list of such entities associated with other entities -- specifically, those as-
sociated with a TP.  An agent that can certify an entity may not (that is, must 
not) have any execute rights with respect to that entity. 

 



Rule-Set Modeling of a Trusted Computer System  241 

Acknowledgements 
I thank Marshall Abrams for his fundamental insights on access control that 

led to the modeling approach described in this essay and for his encourage-
ment during the writing of this essay.  I thank James Williams of the MITRE 
Corporation for sharing with me his views on the stages of elaboration of re-
quirements for trusted systems and for many conversations about formal mod-
eling.  I thank Charles W. Flink II of AT&T Bell Laboratories for his patient and 
comprehensive explanations of many design aspects and system calls of Sys-
tem V/MLS, Release 1.2.1. 

 
 

 


	essay9-1.pdf
	IF
	THEN
	ELSE
	ELSE

	essay9-2.pdf
	The FC rules
	THEN
	The SIM rules

	Conclusion

	essay9-3.pdf
	Appendix A: Model Language and Constructs
	
	
	
	
	
	CASE ELSE





	Constructs of the state-machine model

	Appendix B: Summary of the Clark-Wilson integrity model
	Acknowledgements


